
PATENT ABSTRACTS OF JAPAN 



(1 1 publication number : 

(43)Date of publication of 
application : 



2002-091828 



29.03.2002 



(SDlntCI. 



G06F 12/14 
G06F 1/00 
G09C 1/00 
G11B 20/10 



(21 Application 
number : 



(22)Date of filing : 



2000- (7 1 Applicant : SHARP CO RP 

282720 

18.09.2000 (72)Inventor : KAWA NORIAKI 



(54) DATA PROCESSORSTORAGE DEVICE AND DATA TRANSFER SYSTEM 
USING THE SAME 

(57)Abstract: 

PROBLEM TO BE SOLVED: To surely prevent data stored in a storage device 
from being illegally copied. 

SOLUTION: A data processor 2 is provided with a processing part 21 for 
outputting an address for designating data to be processed by the data processor 
2 in data stored in a storage device 1 and an encoder/decoder 22 for encoding the 
address outputted from the processing part 31 sending the encoded address to the 
storage device 1 receiving encoded data from the storage device 1 and decoding 
the encoded data. The encoder/decoder 22 is provided with setting parts (36 and 
24) for receiving ID information peculiar to the storage device 1 from the storage 
device 1 and setting an initial value and logical operation on the basis of the ID 
informationencoding/decoding KEY generating parts (25 and 27) for generating an 
encoding/decoding KEY by performing the set logical operation to the set initial 
valuean encoding part 29 for encoding the address on the basis of the 
encoding/decoding KEY and a decoding part 28 for decoding the encoded data on 
the basis of the encoding/decoding KEY. 



[Claim(s)] 

[Claim 1]A treating part which outputs an address which specifies data which 
should be processed by said data processing device among data which is 



CLAIMS 



removable data processing devices and was memorized by said memory storage in 
memory storageEncipher said address outputted from said treating partand said 
enciphered address is sent to said memory storage Receive data enciphered from 
said memory storagehave encryption/decryption machine which decrypts said 
enciphered dataand said encryption/decryption machineBy receiving ID 
information peculiar to said memory storage from said memory storageand 
performing said set-up logical operation to a set part which sets up an initial value 
and a logical operation based on said ID informationand said set-up initial valueA 
data processing device containing an encryption/decryption KEY generation part 
which generates encryption / decryption KEYan encryption section which 
enciphers said address based on said encryption / decryption KEYand a decoding 
section which decrypts said enciphered data based on said encryption / 
decryption KEY. 

[Claim 2]The data processing device according to claim 1 received in the state 
where said set part is not having said ID information enciphered when said data 
processing device is equipped with said memory storage. 
[Claim 3]The data processing device according to claim 1 with which said 
encryption/decryption KEY generation part updates said encryption / decryption 
KEY periodically or irregularly. 

[Claim 4]By performing an exclusive OR (EOR) operation to said encryption / 
decryption KEYand said addresssaid encryption section enciphers and said 
address said decoding sectionThe data processing device according to claim 1 
which decrypts said enciphered data by performing an exclusive OR (EOR) 
operation to said encryption / decryption KEYand said enciphered data. 
[Claim 5]The data processing device comprising according to claim 1: 
A shift register to which said encryption/decryption KEY generation part holds 
data containing two or more bitsand said data is shifted according to a shift clock. 
A feedback equivalent logic formation part which performs an alternative exclusive 
OR (EOR) operation according to said set-up logical operation to said data 
currently held at said shift registerand feeds back the result of an operation to an 
input of said shift register. 

[Claim 6]The data processing device according to claim 5 which generates said 
encryption / decryption KEY when said encryption/decryption KEY generation 
part rearranges bit order of said data currently held at said shift register in the 
given order. 

[Claim 7]The data processing device according to claim 5 which generates new 
encryption / decryption KEY when said encryption/decryption KEY generation 
part changes the number of times which shifts said data currently held at said 
shift register. 

[Claim 8]Memory storage which can be desorbed to a data processing device 
characterized by comprising the following. 

A storage parts store which is a storage parts store data was remembered to 
beand outputs data corresponding to an address. 



Receive an address enciphered from said data processing deviceand said 
enciphered address is decryptedEncipher said data outputted from said memory 
storagehave encryption/decryption machine which sends said enciphered data to 
said data processing deviceand said encryption/decryption machineAn 
encryption/decryption KEY generation part which generates encryption / 
decryption KEY based on ID information peculiar to said memory storage 
beforehand set as said memory storage. 

A decoding section which decrypts said enciphered address based on said 
encryption / decryption KEY. 

An encryption section which enciphers said data outputted from said memory 
storage based on said encryption / decryption KEY. 

[Claim 9]The memory storage according to claim 8 with which said 
encryption/decryption KEY generation part updates said encryption / decryption 
KEY periodically or irregularly. 

[Claim 10]Said decoding section by performing an exclusive OR (EOR) operation to 
said encryption / decryption KEYand said enciphered addressThe memory storage 
according to claim 8 which enciphers said data when said enciphered address is 
decrypted and said encryption section performs an exclusive OR (EOR) operation 
to said encryption / decryption KEYand said data. 
[Claim 11]The memory storage comprising according to claim 8: 
A shift register to which said encryption/decryption KEY generation part holds 
data containing two or more bitsand said data is shifted according to a shift clock. 
A feedback part which performs an alternative exclusive OR (EOR) operation 
beforehand set up based on said ID information to said data currently held at said 
shift registerand feeds back the result of an operation to an input of said shift 
register. 

[Claim 12]The memory storage according to claim 1 1 with which said data 
currently held at said shift register is initialized by initial value beforehand set up 
based on said ID information. 

[Claim 13]The memory storage according to claim 1 1 which generates said 
encryption / decryption KEY when said encryption/decryption KEY generation 
part rearranges bit order of said data currently held at said shift register in the 
given order. 

[Claim 14]The memory storage according to claim 1 1 which generates new 
encryption / decryption KEY when said encryption/decryption KEY generation 
part changes the number of times which shifts said data currently held at said 
shift register. 

[Claim 1 5]The memory storage according to claim 8 currently formed on a 
semiconductor chip with single said storage parts store and said 
encryption/decryption machine. 

[Claim 16]Are a data processing device and memory storage removable to said 
data processing device the data transfer system which it hadand said data 



processing deviceA treating part which outputs an address which specifies data 
which should be processed by said data processing device among data memorized 
by said memory storageEncipher said address outputted from said treating partand 
said enciphered address is sent to said memory storageReceive data enciphered 
from said memory storagehave 1st encryption/decryption machine that decrypts 
said enciphered dataand said 1st encryption/decryption machineBy receiving ID 
information peculiar to said memory storage from said memory storageand 
performing said set-up logical operation to a set part which sets up an initial value 
and a logical operation based on said ID informationand said set-up initial valueThe 
1st encryption/decryption KEY generation part that generates the 1st encryption 
/ decryption KEYIt is the storage parts storeas for said memory storagedata was 
remembered to be including the 1st encryption section that enciphers said 
address based on said the 1st encryption / decryption KEYand the 1st decoding 
section that decrypts said enciphered data based on said the 1st encryption / 
decryption KEYA storage parts store which outputs data corresponding to said 
addressand an address enciphered from said data processing device are 
receivedDecrypt said enciphered address and said data outputted from said 
memory storage is encipheredHave 2nd encryption/decryption machine that sends 
said enciphered data to said data processing deviceand said 2nd 
encryption/decryption machineThe 2nd encryption/decryption KEY generation 
part that generates the 2nd encryption / decryption KEY based on ID information 
peculiar to said memory storage beforehand set as said memory storageA data 
transfer system containing the 2nd decoding section that decrypts said enciphered 
address based on said the 2nd encryption / decryption KEYand the 2nd encryption 
section that enciphers said data outputted from said memory storage based on 
said the 2nd encryption / decryption KEY. 

[Claim 17]The data transfer system according to claim 16 generated according to 
logic with equivalent said the 1st encryption / decryption KEYand said the 2nd 
encryption/decryption KEY. 

[Claim 18]The data transfer system according to claim 16 with which said data 
processing device is further provided with a control section which controls said 
1st encryption/decryption machine and said 2nd encryption/decryption machine at 
least. 

[Claim 19]When said data processing device is equipped with said memory 
storagesaid control sectionSo that said the 1st encryption / decryption KEYand 
said the 2nd encryption/decryption KEY may be reset and said the 1st same 
encryption / decryption KEYand said the 2nd encryption/decryption KEY may be 
generated based on said ID informationThe data transfer system according to 
claim 18 which controls said 1st encryption/decryption machine and said 2nd 
encryption/decryption machine. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the data processing device and 
memory storage which prevent the program memorized by memory storage 
removable to a data processing deviceand data from being reproduced unjustlyand 
a data transmission system. 
[0002] 

[Description of the Prior Art]The dismountable semiconductor memory device (for 
exampleROM) is supplied to the commercial scene in large quantities in the form 
of a home video game cassette etc. from the data processing device today. 
Supposing it does not take the measure against unjust copy protectionthere is a 
possibility that the pirate edition of a game cassette may appear on the market in 
a commercial scene in large quantities. 

[0003] How to prevent the data memorized by the semiconductor memory device 
from being reproduced unjustly conventionallyOr using the data reproduced 
unjustly as a method of making it impossible or difficultO) Before reading the 
method of memorizing the enciphered data to a semiconductor memory deviceand 
the data memorized by (2) semiconductor memory devicesthe method of 
performing performs authentication which checks that a semiconductor memory 
device or a data processing device is regular is known. 

[0004]For exampleJPS60-167033AJPS61-67136Aand JPH5-53921A are indicating 
the method of memorizing the enciphered data to a semiconductor memory device. 
[0005] For exampleafter performing performs authentication which checks that 
JPH6-168185A and the patent No. 2698371 gazette have a regular data 
processing device with which it is equipped with a semiconductor memory 
devicethe method of reading the data memorized by the semiconductor memory 
device is indicated. 
[0006] 

[Problem(s) to be Solved by the Invention]In the method of memorizing the 
enciphered data to a semiconductor memory devicesince the data itself 
memorized by the semiconductor memory device is encipheredthe change use of 
data and the surreptitious use of a program which were read from the 
semiconductor memory device can be prevented. Howeverin this methodthe 
enciphered data which is memorized by the semiconductor memory device cannot 
be prevented from being reproduced unjustly. 

[0007]In the method of performing performs authentication which checks a data 
processing device being regularthe data memorized by the semiconductor memory 
device using the data processing device which is not regular can be prevented 
from being reproduced unjustly. Howeverin this methodsince it is possibleobserving 
and (probe) reading the data which is transmitted between a semiconductor 
memory device and a data processing device and which is not enciphered cannot 
prevent certainly surreptitious use of the data memorized by the semiconductor 
memory device and a program. 

[0008]How to encipher communications on the opened networksuch as wireless 



information communicationis also known. For exampleJPH6-342257A and JPH8- 
30741 lAEncryption / decryption KEY (key) is generated based on the pseudo- 
random number which made it generate combining LFSR (linear feedback shift 
register)and the method of enciphering commo data based on this encryption / 
decryption KEY (key) is indicated. Encoding technology given in these gazettes is 
the art about secret communication. Using such encoding technology for the 
purpose of preventing the data memorized by the semiconductor memory device 
from being reproduced unjustly is not suggested to these gazettes. 
[0009]This invention is made in order to solve the problem mentioned aboveand it 
is a thing. 

the purpose is to provide the data processing device and memory storage which 
prevent the program which is alike and is memorized by removable memory 
storageand data from being reproduced unjustlyand a data transmission system. 

[0010] 

[Means for Solving the Problem]A treating part which outputs an address which 
specifies data in which a data processing device of this invention should be 
processed by said data processing device in memory storage among data which is 
removable data processing devices and was memorized by said memory 
storageEncipher said address outputted from said treating partand said enciphered 
address is sent to said memory storageReceive data enciphered from said memory 
storagehave encryption/decryption machine which decrypts said enciphered 
dataand said encryption/decryption machineBy receiving ID information peculiar to 
said memory storage from said memory storageand performing said set-up logical 
operation to a set part which sets up an initial value and a logical operation based 
on said ID informationand said set-up initial valueAn encryption/decryption KEY 
generation part which generates encryption / decryption KEYand an encryption 
section which enciphers said address based on said encryption / decryption 
KEYTherebythe above-mentioned purpose is attained including a decoding section 
which decrypts said enciphered data based on said encryption / decryption KEY. 
[001 1]Said set part may be received in the state where said ID information is 
encipheredwhen said data processing device is equipped with said memory storage. 
[0012]Said encryption/decryption KEY generation part may update said encryption 
/ decryption KEY periodically or irregularly. 

[0013]By performing an exclusive OR (EOR) operation to said encryption / 
decryption KEYand said addresssaid encryption section enciphers and said 
address said decoding sectionSaid enciphered data may be decrypted by 
performing an exclusive OR (EOR) operation to said encryption / decryption 
KEYand said enciphered data. 

[001 4]A shift register to which said encryption/decryption KEY generation part 
holds data containing two or more bitsand said data is shifted according to a shift 
clockAn alternative exclusive OR (EOR) operation according to said set-up logical 
operation may be performed to said data currently held at said shift registerand a 
feedback equivalent logic formation part which feeds back the result of an 



operation to an input of said shift register may be included. 
[001 5] Said encryption/decryption KEY generation part may generate said 
encryption / decryption KEY by rearranging bit order of said data currently held at 
said shift register in the given order. 

[0016]Said encryption/decryption KEY generation part may generate new 
encryption / decryption KEY by changing the number of times which shifts said 
data currently held at said shift register. 

[001 7]A storage parts store which memory storage of this invention is the memory 
storage which can be desorbed to a data processing deviceis a storage parts store 
data was remembered to beand outputs data corresponding to an addressReceive 
an address enciphered from said data processing deviceand said enciphered 
address is decryptedEncipher said data outputted from said memory storagehave 
encryption/decryption machine which sends said enciphered data to said data 
processing deviceand said encryption/decryption machineAn 
encryption/decryption KEY generation part which generates encryption / 
decryption KEY based on ID information peculiar to said memory storage 
beforehand set as said memory storageTherebythe above-mentioned purpose is 
attained including a decoding section which decrypts said enciphered address 
based on said encryption / decryption KEYand an encryption section which 
enciphers said data outputted from said memory storage based on said encryption 
/ decryption KEY. 

[0018]Said encryption/decryption KEY generation part may update said encryption 
/ decryption KEY periodically or irregularly. 

[0019]Said decoding section by performing an exclusive OR (EOR) operation to 
said encryption / decryption KEYand said enciphered addressSaid encryption 
section may encipher said data by decrypting said enciphered address by 
performing an exclusive OR (EOR) operation to said encryption / decryption 
KEYand said data. 

[0020]A shift register to which said encryption/decryption KEY generation part 
holds data containing two or more bitsand said data is shifted according to a shift 
clockAn alternative exclusive OR (EOR) operation beforehand set up based on 
said ID information to said data currently held at said shift register may be 
performedand a feedback part which feeds back the result of an operation to an 
input of said shift register may be included. 

[0021]Said data currently held at said shift register may be initialized by initial 
value beforehand set up based on said ID information. 
[0022]Said encryption/decryption KEY generation part may generate said 
encryption / decryption KEY by rearranging bit order of said data currently held at 
said shift register in the given order. 

[0023]Said encryption/decryption KEY generation part may generate new 
encryption / decryption KEY by changing the number of times which shifts said 
data currently held at said shift register. 

[0024]It may be formed on a semiconductor chip with single said storage parts 
store and said encryption/decryption machine. 



[0025]A data transfer system of this invention is a data processing device and 
memory storage removable to said data processing device a data transfer system 
which it hadand said data processing deviceA treating part which outputs an 
address which specifies data which should be processed by said data processing 
device among data memorized by said memory storageEncipher said address 
outputted from said treating partand said enciphered address is sent to said 
memory storageReceive data enciphered from said memory storagehave 1st 
encryption/decryption machine that decrypts said enciphered dataand said 1st 
encryption/decryption machineBy receiving ID information peculiar to said memory 
storage from said memory storageand performing said set-up logical operation to a 
set part which sets up an initial value and a logical operation based on said ID 
informationand said set-up initial valueThe 1st encryption/decryption KEY 
generation part that generates the 1st encryption / decryption KEYIt is the 
storage parts storeas for said memory storagedata was remembered to be 
including the 1st encryption section that enciphers said address based on said the 
1st encryption / decryption KEYand the 1st decoding section that decrypts said 
enciphered data based on said the 1st encryption / decryption KEYA storage 
parts store which outputs data corresponding to said addressand an address 
enciphered from said data processing device are receivedDecrypt said enciphered 
address and said data outputted from said memory storage is encipheredHave 2nd 
encryption/decryption machine that sends said enciphered data to said data 
processing deviceand said 2nd encryption/decryption machineThe 2nd 
encryption/decryption KEY generation part that generates the 2nd encryption / 
decryption KEY based on ID information peculiar to said memory storage 
beforehand set as said memory storageTherebythe above-mentioned purpose is 
attained including the 2nd decoding section that decrypts said enciphered address 
based on said the 2nd encryption / decryption KEYand the 2nd encryption section 
that enciphers said data outputted from said memory storage based on said the 
2nd encryption / decryption KEY. 

[0026]It may be generated according to logic with equivalent said the 1st 
encryption / decryption KEYand said the 2nd encryption/decryption KEY. 
[0027]Said data processing device may be further provided with a control section 
which controls said 1 st encryption/decryption machine and said 2nd 
encryption/decryption machine at least. 

[0028]When said data processing device is equipped with said memory storagesaid 
control sectionSo that said the 1 st encryption / decryption KEYand said the 2nd 
encryption/decryption KEY may be reset and said the 1st same encryption / 
decryption KEYand said the 2nd encryption/decryption KEY may be generated 
based on said ID informationSaid 1st encryption/decryption machine and said 2nd 
encryption/decryption machine may be controlled. 
[0029] 

[Embodiment of the Invention]Hereafteran embodiment of the invention is 
describedreferring to Drawings. 

[0030] Drawing 1 shows the example of composition of the data transfer system 



100 of an embodiment of the invention. 

[0031 ]The data transfer system 100 is provided with the following. 

Memory storage 1 . 

Data processing device 2. 

The memory storage 1 is constituted by the data processing device 2 removable. 
The data processing device 2 is equipped with the one memory storage 1 chosen 
from two or more memory storage of the same standard. 
[0032]The data processing device 2 outputs the address enciphered by the 
memory storage 1 with which it was equipped. The memory storage 1 outputs the 
enciphered data corresponding to the enciphered address to the data processing 
device 2. Thusit becomes difficult to get to know the contents of the data 
memorized by the memory storage 1 from data transmitting by enciphering the 
address and data which are transmitted between the memory storage 1 and the 
data processing device 2. 

[0033]The memory storage 1 is the game cassette for home video games in which 
a game program and various data were memorizedfor example. The data 
processing device 2 is a home video game machinefor example. The home video 
game machine has an opening for equipping with a game cassette. If the opening of 
a home video game machine is equipped with a game cassettethe game program 
and various data which are memorized by the game cassette will be read to a 
home video game machineand a game screen will be displayed on the display of 
the television etc. which are connected to the home video game machine. 
[0034]The memory storage 1 is provided with the following. 
Storage parts store 10. 
Encryption/decryption machine 11. 

As for the storage parts store 10 and encryption/decryption machine 1 lit is 
preferred to be formed on a single semiconductor chip (for examplesilicon chip). 
[0035]ID information (for examplelD number) peculiar to the memory storage land 
a program and various data are beforehand memorized by the storage parts store 
10. ID information is a lot number assigned to every [ of the same standard ] 
memory storage (product)for example. Or ID information may be the value chosen 
from two or more values. ID information is memorized to the predetermined 
address (for exampleOth street) of the storage parts store 10. The storage parts 
store 10 receives an address from encryption/decryption machine Hand outputs 
the data memorized by the position corresponding to the address to 
encryption/decryption machine 11. 

[0036]In this Descriptionthe term "data" is understood as a comprehensive term 
which shall mean the information arbitrary type which may be memorized by the 
storage parts store 10and contains a program and various data. 
[0037] Encryption/decryption machine 11 receives the enciphered address from 
the data processing device 2and generates an address by decrypting the 
enciphered address. The address is outputted to the storage parts store 10. 
Encryption/decryption machine 1 1 receives the data outputted from the storage 
parts store 10and generates the data enciphered by enciphering the data. The 



enciphered data is outputted to the data processing device 2. 
[0038]The data processing device 2 is provided with the following. 
Treating part 21 . 

Encryption/decryption machine 22. 

[0039]If the data processing device 2 is equipped with the memory storage 
1 encryption/decryption machine 1 1 in the memory storage 1 and 
encryption/decryption machine 22 in the data processing device 2 will be in the 
state where it was electrically connected mutually. For 

exampleencryption/decryption machine 11 and encryption/decryption machine 22 
of each other may electrically be connected via a connector (not shown). 
[0040]The treating part 21 outputs the address which specifies the data which 
should be processed by the data processing device 2 among the data memorized 
by the memory storage 1 . 

[0041] Encryption/decryption machine 22 receives the address outputted from the 
treating part 21 and generates the address enciphered by enciphering the address. 
The enciphered address is outputted to the memory storage 1. 
Encryption/decryption machine 22 receives the enciphered data which was 
outputted from the memory storage land generates data by decrypting the 
enciphered data. The data is outputted to the treating part 21. 
[0042]The data processing device 2 contains further the control section 20 which 
controls encryption/decryption machine 1 1 encryption/decryption machine 22and 
the treating part 21. 

[0043]The control section 20 contains the code generation controller 23. The code 
generation controller 23 so that the timing of generation of the encryption / 
decryption KEY in encryption/decryption machine 1 1the timing of change and 
generation of the encryption / decryption KEY in encryption/decryption machine 
22and change may synchronizeEncryption/decryption machine 11 and 
encryption/decryption machine 22 are controlled. 

[0044]The code generation controller 23 supplies a control signal common to 
encryption/decryption machine 1 1 and encryption/decryption machine 22 to 
encryption/decryption machine 1 1 and encryption/decryption machine 22 via the 
controlling signal line 41 The control signal only relevant to encryption/decryption 
machine 22 is supplied to encryption/decryption machine 22 via the controlling 
signal line 42. 

[0045] Drawing 2 shows the example of composition of encryption/decryption 
machine 11 of the memory storage 1. 

[0046]Encryption/decryption machine 1 1 contains LFSR(Linear Feedback Shift 
Register)12 which generates a pseudo-random number. 

[0047]LFSR12 is a circuit which performs an exclusive OR (below Exclusive OR; 
calls it "EOR") operation to the bit of shoes to be chosen among the data of N bit 
currently held at the shift registerand feeds back the result of an operation to the 
input of a shift register. A shift register is constituted by connecting a D flip-flop 
(DFF) in seriesfor example. 



[0048]a maximum of [ from which the characteristic differs by whether the result 
of an operation is fed back to which bit position of a shift register by performing 
an EOR operation to which bit among the data of N bit currently held at the shift 
register ] — the pseudorandom-numbers (pattern) sequence of the cycle of 2 N -1 
can be acquired. Heregenerally the pseudo-random number sequence which has a 
cycle of 2 N -1 which is the maximum is called "an M sequence (Maximam length 
Sequences)/' HereN is two or more arbitrary integers. 

[0049]The Nth polynomial shown in (several 1) can express whether an EOR 
operation is performed to which bit among the data of N bit currently held at the 
shift register. 
[0050] 

^Equation 1] 



Howeverit is referred to as a k =0 when not using the k-th bit for an EOR operation 
among data of N bit currently held at a k =1 and a shift register when using the k-th 
bit for an EOR operation among data of N bit currently held at a shift registerlt is 
referred to as a 0 =1 and a N =1. This polynomial f(x) is called a LFSR characteristic 
polynomialand expresses the characteristic of pseudorandom numbers which LFSR 
generates. 

[0051]For examplewhen performing an EOR operation to the 1st bit and the 4th bit 
in the case of N= 4LFSR characteristic polynomial f(x) is expressed as "x 4 +x+1." 
[0052]Although a LFSR characteristic polynomial for forming an M sequence is 
restrictedin this inventionpseudo-random number sequence in particular acquired 
does not need to be an M sequence. Howeveras an initial value of data of N bit 
held at a shift registerSetting up a value (for exampleO...O (ALLO)) which causes a 
dead loop (or stack State) from which change does not take place to data of N bit 
held at a shift register even if it repeats this processing must avoid. 
[0053]Based on ID information memorized by the storage parts store 10an initial 
value and a LFSR characteristic polynomial of data of N bit which should be held 
at a shift register of LFSR are determined beforehand. LFSR1 2 is formed as a 
circuit which fills an initial value and a LFSR characteristic polynomial of data of 
the N bit determined beforehand. 

[0054] Drawing 3 shows an example of composition of LFSR12. LFSR12 has the 
shift register 1 8a holding data of N bit. The shift register 1 8a comprises N D flip- 
flops (DFF) 18 connected in series. 

[0055]If an initial value load signal is inputted into LFSR12data of N bit currently 
held at the shift register 18a will be initialized. An initial value of data of the N bit 
is beforehand memorized by the N registers 19. An initial value of data of the N bit 
is beforehand determined based on ID information memorized by the storage parts 
store 10. Or an initial value of data of the N bit is beforehand determined by an 
initial value load signal inputted into each bit of N DFF18 being connected to 
either an asynchronous set which is each bitor asynchronous reset. 



[0056]If a shift clock is inputted into LFSR121 bit of data of N bit currently held at 
the shift register 18a will be shifted in the direction of every predetermined one by 
one. The number of times of a shift can be set as the arbitrary number of times. 
[0057]A bit of some of the data of N bit currently held at the shift register 18a in 
accordance with a selection rule beforehand determined based on ID information 
memorized by the storage parts store 10 is chosenand an EOR operation is 
performed to a selected bit. A result of the EOR operation is fed back to an input 
of the 1st bit (namelythe 1st step of DFF18) of the shift register 18a. In an 
example shown in drawing 3 an EOR operation is performed to the 1st bit and the 
3rd bit among data of N bit currently held at the shift register 18aand a result of 
the EOR operation is fed back to an input which is the 1st bit of the shift register 
18a. The EOR arithmetic element 13 is used in order to perform an EOR operation 
to the 1 st bit and the 3rd bit. 

[0058]A selection rule which specifies whether which bit of an initial value of data 
of N bit held at the shift register 18a and the data of N bit held at the shift 
register 18a is chosenand an EOR operation is performed is uniquely determined 
based on ID information memorized by the storage parts store 10. 
[0059]Synchronizing with a shift clock with which LFSR12 is supplied from the 
code generation controller 23only the number of operation times M set up at 
random repeats shift operation and an EOR operation of the shift register 18a. 
Data of N bit outputted from N DFF18 contained in the shift register 18a is 
outputted from LFSR12 as the output data OUT after an end of repetition 
processing. The output data OUT expresses a pseudo-random number. 
[0060]Again with reference to drawing 2 the register (Key_Reg) 14 is connected to 
LFSR12 so that bit order of the output data OUT outputted from LFSR12 may be 
rearranged into predetermined bit order. Data of N bit held Key_Reg14 is 
considered as encryption / decryption KEY. 

[0061]Bit width of the output data OUT and bit width of Key_Reg14 which are 
outputted from LFSR12 are the same as the larger one among bit width of data 
outputted from bit width and the storage parts store 10 of an address which are 
inputted into the storage parts store 10or it has become more than it. 
Thereforedata of a bit chosen among data of N bit held Key_Reg1 4 according to bit 
width of an address or bit width of data may be considered as encryption / 
decryption KEY. 

[0062]A KEY reset signal and a KEY set clock are supplied to Key_Reg1 4 from the 
code generation controller 23. Synchronizing with a KEY reset signalthe encryption 
/ decryption KEY currently held Key_Reg14 are reset. Synchronizing with a KEY 
set clockthe output data OUT outputted from LFSR12 is incorporated into 
Key_Reg14and is held. 

[0063]A KEY set clock is outputted periodically or irregularly from the code 
generation controller 23. Encryption / decryption KEY answers a KEY set clockand 
is updated periodically or irregularly. 

[0064]ThusLFSR12 and Key_Reg1 4 function based on ID information peculiar to 
the memory storage 1 beforehand set as the memory storage 1 as an 



encryption/decryption KEY generation part which generates encryption / 
decryption KEY. 

[0065]The encryption / decryption KEY held KeyJReg14 are given to the 
decryption EOR gate sequence 15 and the encryption EOR gate sequence 17. 
[0066]The decryption EOR gate sequence 15 receives an enciphered address from 
the data processing device 2An enciphered address is decrypted by receiving 
encryption / decryption KEY from Key_Reg14and performing an EOR operation to 
each bit of an address and each bit of encryption / decryption KEY which were 
enciphered. 

[0067]Thusthe decryption EOR gate sequence 15 functions as a decoding section 
which decrypts an address enciphered based on encryption / decryption KEY. 
[0068]The EOR result of an operation by the decryption EOR gate sequence 15 is 
given to the selector 16. The selector 16 refers to the encryption / decryption 
KEY currently held Key_Reg14When encryption / decryption KEY is "ALLO" (state 
where all bit is "0" and encryption / decryption KEY is not set up)The Oth 
addressis outputted to the storage parts store 10and when encryption / 
decryption KEY is not "ALLO" an address outputted from the decryption EOR gate 
sequence 15 is outputted to the storage parts store 10. 

[0069]The storage parts store 10 outputs data stored in a position corresponding 
to an address outputted from the selector 1 6. 

[0070]The encryption EOR gate sequence 17 receives data outputted from the 
storage parts store 10Data outputted from the storage parts store 10 is 
enciphered by receiving encryption / decryption KEY from Key_Reg14and 
performing an EOR operation to each bit of data and each bit of encryption / 
decryption KEY which were outputted from the storage parts store 10. 
[0071]Thusthe encryption EOR gate sequence 17 functions as an encryption 
section which enciphers data outputted from the storage parts store 10 based on 
encryption / decryption KEY. 

[0072]As mentioned abovewhen the encryption / decryption KEY currently held 
Key_Reg14 are "ALL0"the selector 16 outputs "the Oth address" to the storage 
parts store 10 irrespective of an address outputted from the decryption EOR gate 
sequence 15. The storage parts store 10 outputs ID information memorized by 
"the Oth street" to "the Oth address." In this casethe encryption EOR gate 
sequence 17 will perform an EOR operation to "ALLO" and ID information. As a 
resultID information is outputted from the encryption EOR gate sequence 17. 
[0073] Drawing 4 shows an example of composition of encryption/decryption 
machine 22 of the data processing device 2. 
[0074]The register (ID.Reg) 36 holding ID information to which 
encryption/decryption machine 22 was outputted from the memory storage 
1 Based on ID information held ID_Reg36the LFSR initial value characteristic 
polynomial set part 24 which determines an initial value and a LFSR characteristic 
polynomial for generating a pseudo-random number is included. 
[0075]If the data processing device 2 is equipped with the memory storage 1 1D 
information will be transmitted to the data processing device 2 from the memory 



storage 1 . This ID information is transmitted in the state where it is not 
enciphered. 

[0076]ID_Reg36 incorporates and holds ID information transmitted from the 
memory storage 1 synchronizing with ID set signal supplied from the code 
generation controller 23. ID information held ID.Reg36 is outputted to the LFSR 
initial value characteristic polynomial set part 24. 

[0077]Logic used when determining an initial value and a LFSR characteristic 
polynomial for generating a pseudo-random number based on ID information in the 
LFSR initial value characteristic polynomial set part 24In LFSR12 provided in 
encryption/decryption machine 11 of the memory storage lit is equivalent to logic 
used when determining beforehand an initial value and a LFSR characteristic 
polynomial for generating a pseudo-random number based on ID information. As 
opposed to a circuit which realizes an initial value and a LFSR characteristic 
polynomial for generating a pseudo-random number beforehand determined based 
on ID information being made from LFSR12 in LFSR12In the LFSR initial value 
characteristic polynomial set part 24the control signal SELBUS which shows an 
initial value and a LFSR characteristic polynomial for generating a pseudo-random 
number determined based on ID information is outputted to LFSR25. 
[0078]LFSR25 is provided with the following. 
Shift register 30. 

LFSR feedback equivalent logic formation part 31. 

[0079] Drawing 5 (a) shows an example of composition of the shift register 30 and 
the LFSR feedback equivalent logic formation part 31. 

[0080]An initial value for generating a pseudo-random number determined by the 

LFSR initial value characteristic polynomial set part 24 is set as the shift register 

30 as an initial value of data of N bit held at the shift register 30. 

[0081 ]The LFSR feedback equivalent logic formation part 31 has two or more gate 

elements 33 for LFSR feedback equivalent logic formation for forming a logic 

synthesis gate equivalent to a LFSR characteristic polynomial. Each of two or 

more gate elements 33 for LFSR feedback equivalent logic formation is provided 

with the following. 

Input terminal A. 

Input terminal B. 

Output terminal Y. 

Select signal input terminal S. 

[0082] Drawing 5 (b) shows an example of composition of the gate element 33 for 
LFSR feedback equivalent logic formation. The gate element 33 for LFSR feedback 
equivalent logic formation is provided with the following. 
EOR arithmetic element 34. 
The 4-1 selector 35. 

[0083]The 4-1 selector 35 chooses one of four input signals according to a select 



signal inputted into the select signal input terminal S. Four input signals are a 
signal which shows a result of having performed an EOR operation by the EOR 
arithmetic element 34 to a signal inputted from the input terminal Aa signal 
inputted from the input terminal Ba signal inputted from the input terminal Aand a 
signal inputted from the input terminal Band a signal which shows the logic phi. A 
signal with the 4-1 selected selector 35 is outputted from the output terminal Y. 
[0084]A select signal is a part of control signal SELBUS outputted from the LFSR 
initial value characteristic polynomial set part 24. A select signal is based on a 
LFSR characteristic polynomial determined by the LFSR initial value characteristic 
polynomial set part 24. 

[0085]Again with reference to drawing 5 (a)the LFSR feedback equivalent logic 
formation part 31 contains two or more gate elements 33 for LFSR feedback 
equivalent logic formation arranged by two or more pyramid type hierarchies. The 
N/2 gate elements 33 for LFSR feedback equivalent logic formation are located in 
a line with two or more of the hierarchies' least significant layer in parallelAn 
output from the output terminal Y of the two adjoining gate elements 33 for LFSR 
feedback equivalent logic formation is inputted into the input terminal A and the 
input terminal B of the gate element 33 for LFSR feedback equivalent logic 
formation of the upper layer. 

[0086]The LFSR feedback equivalent logic formation part 31 sets an initial value 
for generating a pseudo-random number determined by the LFSR initial value 
characteristic polynomial set part 24 synchronizing with an initial value load signal 
supplied from the code generation controller 23 as the shift register 30. 
[0087]The shift register 30 comprises N D flip-flops (DFF) 32 with set-reset 
connected in series. 

[0088]If a shift clock is inputted into the shift register 301 bit of data of N bit 
currently held at the shift register 30 will be shifted in the direction of every 
predetermined one by one. For examplea bit currently held DFF32 of eye watch 
(K+1) is shifted to DFF32 of eye watch (K+2) at the same time a bit currently held 
the Kth DFF32 is shifted to DFF32 of eye watch (K+1) synchronizing with a shift 
clock. Thussynchronizing with a shift clockall the bits of data held at the shift 
register 30 are shifted simultaneously. 

[0089]Each of output signal SOUT (1) - (N) outputted from N DFF32 is inputted 
into the gate element 33 for LFSR feedback equivalent logic formation arranged at 
a least significant layer of the LFSR feedback equivalent logic formation part 31. 
For examplethe output signal SOUT (1) and (2) is inputted into the input terminal 
A and the input terminal B of the gate element 33 for LFSR feedback equivalent 
logic formationrespectively. According to a select signal inputted into the select 
signal input terminal S of the gate element 33 for LFSR feedback equivalent logic 
formationone of four signals inputted into the 4-1 selector 35 is chosen. A 
selected signal is outputted from the output terminal Y of the gate element 33 for 
LFSR feedback equivalent logic formation. A signal outputted from the output 
terminal Y of the gate element 33 for LFSR feedback equivalent logic formation is 
inputted into the input terminal A or the input terminal B of the gate element 33 



for LFSR feedback equivalent logic formation of the upper layer. Such processing 
is repeated toward a top layer of the LFSR feedback equivalent logic formation 
part 31. As a resultl bit is outputted from the one gate element 33 for LFSR 
feedback equivalent logic formation of a top layer. This value of 1 bit is fed back to 
an input of the 1st bit (namelythe 1st step of DFF32) of the data of N bit held at 
the shift register 30 as the control signal FBIN. 

[0090]Synchronizing with a shift clock with which the shift register 30 is supplied 
from the code generation controller 23only the number of operation times M set 
up at random repeats shift operation and an EOR operation of the shift register 30. 
Data of N bit outputted from N DFF32 contained in the shift register 30 is 
outputted from LFSR25 as output data SOUT after an end of repetition processing. 
Output data SOUT expresses a pseudo-random number. 

[0091] A shift clock inputted into the shift register 30 is the same signal as a shift 
clock inputted into LFSR12. 

[0092]ThusLFSR25 generates a pseudo-random number equivalent to a pseudo- 
random number generated by LFSR12 according to a logical operation equivalent 
to a logical operation in LFSR12. 

[0093]The number of times M of shift operation carried out in order to generate 
pseudorandom numbers in LFSR25 and LFSR12 is set up at random by the code 
generation controller 23. The number of times M of shift operation is set up based 
on time clocked by a timerfor example. 

[0094]Again with reference to drawing 4 the register (Key_Reg) 27 is connected to 
LFSR25 so that bit order of output data SOUT outputted from LFSR25 may be 
rearranged into predetermined bit order. Data of N bit held Key_Reg27 is 
considered as encryption / decryption KEY. 

[0095]Bit width of output data SOUT and bit width of Key_Reg27 which are 
outputted from LFSR25 are the same as the larger one among bit width of data 
inputted into bit width and the treating part 21 of an address which are outputted 
from the treating part 21 or it has become more than it. Thereforedata of a bit 
chosen among data of N bit held Key_Reg27 according to bit width of an address 
or bit width of data may be considered as encryption / decryption KEY. 
[0096]A KEY reset signal and a KEY set clock are supplied to Key_Reg27 from the 
code generation controller 23. Synchronizing with a KEY reset signalthe encryption 
/ decryption KEY currently held Key_Reg27 are reset. Synchronizing with a KEY 
set clockoutput data SOUT outputted from LFSR25 is incorporated into 
Key_Reg27and is held. 

[0097]A KEY set clock inputted into Key_Reg27 is the same signal as a KEY set 
clock inputted into Key_Reg14. 

[0098]ThusID_Reg36 and the LFSR initial value characteristic polynomial set part 
24 function as a set part which sets up an initial value and a logical operation 
based on ID information peculiar to the memory storage 1. LFSR25 and Key_Reg27 
function by performing a logical operation set up to a set-up initial value as an 
encryption/decryption KEY generation part which generates encryption / 
decryption KEY. 



[0099]The encryption / decryption KEY held Key_Reg27 are given to the 
decryption EOR gate sequence 28 and the encryption EOR gate sequence 29. 
[0100]The decryption EOR gate sequence 28 receives enciphered data from the 
memory storage 1 Enciphered data is decrypted by receiving encryption / 
decryption KEY from Key_Reg27and performing an EOR operation to each bit of 
data and each bit of encryption / decryption KEY which were enciphered. 
[0101]Thusthe decryption EOR gate sequence 28 functions as a decoding section 
which decrypts data enciphered based on encryption / decryption KEY. 
[0102]The encryption EOR gate sequence 29 receives an address outputted from 
the treating part 21 An address outputted from the treating part 21 is enciphered 
by receiving encryption / decryption KEY from Key_Reg27and performing an EOR 
operation to each bit of an address and each bit of encryption / decryption KEY 
which were outputted from the treating part 21. 

[0103]Thusthe encryption EOR gate sequence 29 functions as an encryption 
section which enciphers an address outputted from the treating part 21 based on 
encryption / decryption KEY. 

[0104]Nextwith reference to drawing 6 operation of the data transfer system 100 
containing the memory storage 1 and the data processing device 2 is explained. 
[0105]Hard reset will be performed if the data processing device 2 is equipped 
with the memory storage 1. This hard reset is answered and the code generation 
controller 23 of the control section 20 is outputted to Key_Reg27 in which a "KEY 
reset signal" was formed by encryption/decryption machine 22and Key_Reg14 
which were provided in encryption/decryption machine 1 1 ( drawing 6 (b)). As a 
resultdata held Key_Reg14 and Key_Reg27 is reset by "ALLO'Vespectively ( drawing 
6_(a)X It is shown that it is in a state where encryption / decryption KEY was 
reset that data held Key_Reg14 and Key_Reg27 is "ALLO." 

[0106]If "ALLO" is held Key_Reg14the selector 16 will output "the 0th address" to 
the storage parts store 10 irrespective of an address outputted from the 
decryption EOR gate sequence 15. 

[0107]The storage parts store 10 outputs ID information memorized to "the 0th 
address." ID information is transmitted to the data processing device 2 via the 
encryption EOR gate sequence 17. 

[0108]Thusin the state where encryption / decryption KEY was resetthere is no 
possibility that data may be read from addresses "other than 0th" by associating 
"the 0th street" of the state where encryption / decryption KEY was resetand the 
storage parts store 10. [ of the storage parts store 10 ] 

[0109]The code generation controller 23 of the control section 20 outputs "ID set 
signal" to ID_Reg36 ( drawing 6 (i)). as a resultID information transmitted to the 
data processing device 2 from the memory storage 1 sets to ID_Reg36 — having 
( drawing 6 (h)) — it is outputted to the LFSR initial value characteristic polynomial 
set part 24. 

[01 10]The LFSR initial value characteristic polynomial set part 24 determines an 
initial value and a LFSR characteristic polynomial for generating a pseudo-random 
number based on ID information ( drawing 6 (g)). The LFSR initial value 



characteristic polynomial set part 24 outputs the control signal SELBUS for 
setting up an initial value and a LFSR characteristic polynomial for generating a 
pseudo-random number to the LFSR feedback equivalent logic formation part 31. 
[01 1 1]The code generation controller 23 of the control section 20 outputs an 
"initial value load signal" to LFSR12 and LFSR25 ( drawing 6 (e)). 
[0112]An "initial value load signal" is answeredan initial value is set as the shift 
register 18a of LFSR12and an initial value is set as the shift register 30 of LFSR25 
( drawing 6 (d)). An initial value set as the shift register 18a is a value beforehand 
set up based on ID information hereand an initial value set as the shift register 30 
is a value determined by the LFSR initial value characteristic polynomial set part 
24 by an operation based on ID information. 

[0113]The code generation controller 23 of the control section 20 outputs a "shift 
clock" to LFSR12 and LFSR25 ( drawing 6 (f)). 

[01 14]A "shift clock" is answeredshift operation of an M, time is performed to the 
shift register 18a of LFSR12and shift operation of an time is performed to the 
shift register 30 of LFSR25 ( drawing 6 (d)). 

[01 15]In LFSR12a logical operation based on [ whenever it performs one shift 
operation ] a LFSR specific polynomial is performed. The LFSR characteristic 
polynomial is a polynomial beforehand set up based on ID information. The logical 
operation result is fed back to an input of the shift register 18a. Similarlyin 
LFSR25a logical operation based on [ whenever it performs one shift operation ] a 
LFSR specific polynomial is performed. The LFSR characteristic polynomial is a 
polynomial determined by the LFSR initial value characteristic polynomial set part 
24 by an operation based on ID information. The logical operation result is fed 
back to an input of the shift register 30. 

[0116]Thusin LFSR12 and 25whenever a "shift clock" is inputtedshift operation 
and a logical operation are repeated. As a resultin encryption/decryption machines 
1 1 and 22the same operation is completely performed. 
[0117]Thusa circuit for realizing an initial value and a LFSR characteristic 
polynomial for generating a pseudo-random number beforehand determined based 
on ID information is beforehand included in LFSR12. Structure which can form 
LFSR12 and equivalent logic is beforehand prepared for LFSR25and based on ID 
information transmitted from the memory storage 1the LFSR initial value 
characteristic polynomial set part 24 constitutes LFSR25 so that LFSR12 and 
equivalent logic may be formed. 

[01 18]As a resultit is generated according to logic with equivalent the encryption / 
decryption KEY in encryption/decryption machine Hand the 
encryption/decryption KEY in encryption/decryption machine 22. 
[0119]The code generation controller 23 of the control section 20 outputs a "KEY 
set clock" to Key_Reg14 and Key_Reg27after only the predetermined number of 
times outputs a "shift clock" to LFSR12 and LFSR25 ( drawing 6 (c)). 
[0120]While answering a "KEY set clock"incorporating into Key_Reg14 the output 
data OUT outputted from LFSR12 and being held thereoutput data SOUT 
outputted from LFSR25 is incorporated into Key_Reg27and is held there. 



[0121]Thussame encryption / decryption KEY (for exampleA/') will be held 
Key_Reg14 and Key_Reg27 ( drawing 6 (a)). 

[0122]When the data processing device 2 is equipped with the memory storage 
1 encryption/decryption machine 11 and encryption/decryption machine 22 are 
connected via a data bus and an address bus. Data enciphered based on 
encryption / decryption KEY is transmitted to the data processing device 2 from 
the memory storage 1 via a data bus ( drawing 6 G)X An address enciphered based 
on encryption / decryption KEY is transmitted to the memory storage 1 from the 
data processing device 2 via an address bus ( drawing 6 (k)). 
[0123]Thenthe treating part 21 outputs an address which specifies data which 
should be processed by the data processing device 2 among data memorized by 
the memory storage 1. The address is given to the encryption EOR gate sequence 
29 of encryption/decryption machine 22. 

[0124]The encryption EOR gate sequence 29 enciphers an address by performing 
an EOR operation to each bit of an addressand each bit of the encryption / 
decryption KEY currently held Key_Reg27. Speciflcallylogic (1/0) of a bit of an 
address corresponding to a bit of two or more bits "1 " of encryption / decryption 
KEY is reversed.An enciphered address is given to the decryption EOR gate 
sequence 15 of encryption/decryption machine 11. 

[0125]The decryption EOR gate sequence 15 decrypts an enciphered address by 
performing an EOR operation to each bit of an enciphered addressand each bit of 
the encryption / decryption KEY currently held Key_Reg14. Speciflcallylogic (1/0) 
of a bit of an enciphered address corresponding to a bit of two or more bits "1" of 
encryption / decryption KEY is reversed. 

[0126]The encryption / decryption KEY currently held Key_Reg14and the 
encryption/decryption KEY currently held Key_Reg27 are the same. Thereforean 
enciphered address is changed into the original address by decrypting an address 
enciphered in a mode mentioned above. 

[0127]An address outputted from the decryption EOR gate sequence 15 is given 
to the selector 16. The selector 16 judges whether it is in a state where 
encryption / decryption KEY is reset. When data currently held Key„Reg14 is 
except "ALL0"it judges with the selector 16 not being in a state where encryption 
/ decryption KEY is reset. In this casethe selector 16 outputs an address 
outputted from the decryption EOR gate sequence 15 to the storage parts store 
10. 

[0128]The storage parts store 10 reads data memorized by position corresponding 
to an addressand outputs read data to the encryption EOR gate sequence 17. 
[0129]The encryption EOR gate sequence 17 enciphers data outputted from the 
storage parts store 10 by performing an EOR operation to each bit of data 
outputted from the storage parts store 10and each bit of the encryption / 
decryption KEY currently held Key_Reg14. Speciflcallylogic (1/0) of a bit of data 
corresponding to a bit of two or more bits "1" of encryption / decryption KEY is 
reversed. A principle of encryption by the encryption EOR gate sequence 17 is the 
same as a principle of encryption by the encryption EOR gate sequence 29. 



Enciphered data is given to the decryption EOR gate sequence 28 of 
encryption/decryption machine 22. 

[0130]The decryption EOR gate sequence 28 decrypts enciphered data by 
performing an EOR operation to each bit of enciphered dataand each bit of the 
encryption / decryption KEY currently held Key_Reg27. Specificallylogic (1/0) of a 
bit of enciphered data corresponding to a bit of two or more bits "1 " of encryption 
/ decryption KEY is reversed. A principle of decryption by the decryption EOR 
gate sequence 28 is the same as a principle of decryption by the decryption EOR 
gate sequence 15. Data outputted from the decryption EOR gate sequence 28 is 
given to the treating part 21. 

[0131]The treating part 21 carries out predetermined processing to data outputted 
from the decryption EOR gate sequence 28. 

[0132]Henceforthan operation for generating new encryption / decryption KEY in 
parallel to a data transfer between the memory storage 1 and the data processing 
device 2 is performed in LFSR12 and LFSR25. Such an operation may be 
performed for every fixed timeand may be performed for every random time. 
[0133]The number of times (for exampleM 2 time) of shift operation made in 
LFSR12 and LFSR25 in order to generate new encryption / decryption KEYIt is 
set up differ from the number of times (for exampleM 1 time) of shift operation 
made in LFSR12 and LFSR25 in order to generate last encryption / decryption 
KEY ( drawing 6 (d)). 

[0134]A "KEY set clock" is answered and the encryption / decryption KEY 
currently held Key_Reg14 and Key_Reg27 are updated ( drawing 6 (a)). Thendata 
enciphered as an address enciphered based on new encryption / decryption KEY 
is transmitted between the memory storage 1 and the data processing device 2 
( drawing 6 G ) drawing 6 ( k)) . 

[0135]Thusthe encryption / decryption KEY held Key_Reg14 of 
encryption/decryption machine Hand the encryption/decryption KEY held 
Key_Reg27 of encryption/decryption machine 22 answer a "KEY set 
clock"Simultaneous moreoverit is updated by momentary and new encryption / 
decryption KEY. Thereforealso when rewriting encryption / decryption KEYit is not 
necessary to interrupt data transfer and data transfer can be continuously carried 
out between the memory storage 1 and the data processing device 2. 
[0136]this invention may be boiled not only in an above-mentioned embodiment 
but variouslyand may be changed. Although all the addresses and data other than 
ID information are enciphered and transmitted in the above-mentioned 
embodimentln order to avoid unusual operation of a system when the inaccurate 
memory storage 1 is connected to the data processing device 2at the time of data 
requestssuch as a fundamental program areait may not be made not to perform an 
address and a data encryption. 

[0137]Although the data processing device 2 was the composition that only the 
one memory storage 1 was connected and data was processedin the above- 
mentioned embodimentlt may encipher / be made to decrypt only data transmitted 
among the one memory storage 1 which connection of two or more memory 



storage 1 was simultaneously possibleand was chosen from two or more memory 
storage 1 to the data processing device 2. 

[0138]Although he is trying to memorize peculiar ID information to the memory 
storage 1 in the above-mentioned embodiment to "the Oth address" of the 
storage parts store 10 of the memory storage lit may be made to provide a 
portion which stores ID information in addition to storage parts store 10 of the 
memory storage 1 . 

[0139]ID information peculiar to the memory storage 1 may be what kind of 
thingas long as it is usable for setting up not only ID numberssuch as a lot 
numberbut an initial value and a characteristic polynomial of LFSR. 
[0140] 

[Effect of the Invention]According to the data transfer system of this inventionthe 
address and data which are transmitted between memory storage and a data 
processing device are enciphered. For this reasonit is not easy to get to know the 
contents of the data memorized by memory storage from data transmitting. The 
data memorized by memory storage can be prevented from being reproduced 
unjustly by this. 

[01 41] According to the data transfer system of this inventionthe encryption / 
decryption KEY used for encryption and decryption of data transmitting are 
generated so that it may correspond to the ID information of the memory storage 
with which the data processing device was equipped. For this reasoneven if the 
data memorized by memory storage is reproduced as it isEncryption / decryption 
KEY is generated based on the ID information of memory storageand unless the 
structure which enciphers data based on encryption / decryption KEY is addedthe 
data processing device cannot read the duplication data correctly. It can prevent 
that duplicate use of the data memorized by memory storage is carried out 
unjustly by this. 

[0142]The initial value and characteristic polynomial for generating encryption / 
decryption KEY based on ID information are beforehand made as a circuit by 
memory storage. Therebythe circuit for generating an initial value and a 
characteristic polynomialetc. become unnecessary. As a resultsmall-scale-ization 
of memory storage is realizable. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a figure showing the example of composition of the data transfer 

system 100 of an embodiment of the invention. 

[Drawing 2] It is a figure showing the example of composition of 

encryption/decryption machine 1 1 of the memory storage 1 . 

[Drawing 3] It is a figure showing the example of composition of LFSR12. 

[Drawing 4] It is a figure showing the example of composition of 

encryption/decryption machine 22 of the data processing device 2. 



[Drawing 5] The figure in which (a) shows the example of composition of the shift 
register 30 and the LFSR feedback equivalent logic formation part 31 and (b) are 
the figures showing the example of composition of the gate element 33 for LFSR 
feedback equivalent logic formation. 

[Drawing 6] It is a timing chart explaining operation of the data transfer system 100. 
[Description of Notations] 

1 Memory storage 

2 Data processing device 

1 0 Storage parts store 

1 1 Encryption/decryption machine 

12 LFSR 

1 4 Key.Reg 

15 Decryption EOR gate sequence 

16 Selector 

17 Encryption EOR gate sequence 

20 Control section 

21 Treating part 

22 Encryption/decryption machine 

23 Code generation controller 

24 LFSR initial value characteristic polynomial set part 

25 LFSR 

27 Key.Reg 

28 Decryption EOR gate sequence 

29 Encryption EOR gate sequence 

30 Shift register 

31 LFSR feedback equivalent logic formation part 

32 A D flip-flop with set-reset 

33 The gate element for LFSR feedback equivalent logic formation 

34 EOR arithmetic element 

35 4-1 selector 

36 ID.Reg 
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S^i^TT' KUX*BHWbr*Bt*fb*2 9 Bg^b 
/**fbK E YKS-^TBg^b^ftfcx-'S^&^b 

r*a^bas2 8t**fc. 




(2) 



ISM 2 0 0 2-9 1 8 2 8 



[»3<^i] EaamfcaKprafc^-^wiaBT* 

£!»KJ:-QTil&3*ft*'^x-*£»£-t*7 7 KU7. 

IBWHSfbStifcT* KUZeifflBEa&Btttty* iuEE 
HSBfr 6 titmti titer- * *a WK y % tOEWifb 

SaEEBaBfrStMBEBBBfcB*© I DtSfBfcStt 

ay» me i ommizm^Tmmi&tmmmwt^Wi 
*'tToztiz£v. w»fb/a*<bKEY*4iar*Bg 

*HBWH*^b/«*fbK E YlcS^TeuIBT 7 ku**b 

*fbr***fb»ts 

«E«HHb/a*fl:K E YlcS^TttEMHHb&flfc 
[W3»£2] BuEiS^g&teu SuEEIt^BtftuE^- 

^iassisicgssrnfdigi;:. hue i Dinsg^ng^b* 

[fSsRH 3 ] t9EBf*fb/a^b KEY £fiES5l±. £ 
J«tt*fc«:3F3£JIB»tCH«B«HWb/a^bK EY^Ii 
IR«qf 1 IcfBKOx— ME 

EY&nG7KU;i&[CttLT*fbttttWn (EOR) 

BuEa^bSIUi, HuEBg*<b/a^b K E Y t f9E4H» 

itzntcT-* t izij LTumttitimm (eor) -ssji 

[ffiSRS 5 ] «HBflHWb/««4b KEY 

H4tf->«»U 5/7 h^P'^K 

S5IB->7 h U^XSU^&SftTlAStflE^-- »(CttL 

#Q (EOR) 3t»**rl.\ *<D3tlWB**iraB5/7 h b 

itsia8»£**fc» »#ai tUBBax-^araa 

So 

[ti?R« 6 ] iuIBBg^b/a^b KEY £j5ES&fcl:, S3 
IBS"? h Ui>X2lc«&*ttT^*ByEx-$©tr-;' h 

mm *¥mv>mmzmswx% z. t ic £ y » tuEBg^b 
/a#<bKE y££j$t3n iS^JSs^iBiB©^— s»aa 



[18^7] HUlBte^fb/a^bKEY^J&gBli. Su 
IB->7 h U5>X*K«&*ftTl^fuEx-S£v':7 h 

K E Y££j36T2k BM091 5 icEB©^— 5»»saB. 
[WaR«8] ^-*&3£Slc8ft«Rl#&&fBtl£iIT- 

7 r -^^iBti*nfciBita5T$oT> 7 kux£»jst 
y, aEB^b*nfcv*Ku;i*a*<bu ncsas 

S6 N 6tb^l*nfctulB7 :1 --S'*Bi^'fbL. fuEBg^fb* 

nrcx-^^BuE^-^javasB^assBf^b/a^b 

iiuEBg^b/a^b&l** 

ffiJEEa^Slc^toK^^tiTl^tuEEa^MlcfflW 

©i Dfltisica^T. Bt«<b/a^bKEY*^j«r 

*flHt<b/a^bK E Y^fiEgP<bs 
suEBg^b/a^bK E YK«-^THijfBBg^b*ftfc 

t 7 Kbx*a^b-r^a^fbgB<!:. 

HuEBfr^fb/a^bK E YK*-3^TBuEE«g«fr6 

ebbs. 

9 ] aE>wfb/a*<b key &a at*, m. 

Mtt*fctt*J©BHfcttEBg*fb/a*<bK E Y£M$r 
T2k ft^]S8lcERroE1t^a= 
[B#Bi 0] ITJEa^fbasti, «EB»fb/a*<b 
K E Y tmiftmtit\tc7 KU7s<t^»LTSMtefi<JK 
(EOR) 3«(«53E£te«fcy» lOEJWfbarft 
fcT'KbX^a^bU 

«E«*fl:gM*. KJEHHWb/a^bK E Y ttuEx- 
*ttc»LT«HftttaaiP (EOR) 3ia*f55C£te 

«Ef-: tz^itrz. aa?3«8icEK©E« 

SB.: 

[ft 1 1 ] WEBg^b/a^b KEY ^EEgpti, 
aa© t: h t 1 - ^ L, -> 7 h O □ y ^ 

SuE->7 h U^X^lc^i-tiTt^ME^-^le^L 

fawsssfa (eor) ata*fri,\ *fflSdws»*iie 
•>"fgp<!:^^tjs m«a8(ceKa>E«sa. 

1 2] tuEv'7 h Uv > '7.-S'^iS}t*tlT^* 
IHEf-: S»«x 1MB I DlffBlcS^i^i&tat^ftT^ 
^>«]«Sfli^«3SS{b7t-nTt^, IS^ 1 1 iceaoBB 

1 3 ] iyEBg^-fb/a^b KEY SfiEgBli, 

hMWsmsoaffiESttfaji^c tic*: y . «eb» 
<b/a*^bKEY*^j«r*» asai itceaoea 



(3) 



2 0 0 2-9 1 828 



m mm i 4 ] wiBB»<b/a»fc key &mtt* 
mE-yy h u^xsics&^ftTi^fuiaT 1 '-' zz-y? 

m&m 16] x- * &m%iw t . sass^- * torn 

HU§effl3gPA N 6d3**ftfcMIB7 , KUX*ffi^bU fu 

iBBt^b^nfcT 7 Kuxsweiaiisincay. SuiaiB 
mm* 5 BHWb* tut 5 s - * es wr y » ttnB«re<b 
*nfcx-**«^b-rss 1 aMmt/xmcxkt.^ 
fax, 

«u» nei Dit«ic»^T«i»Hitita3iitt*» 

*«5C<kfC«tyx *1©WHWb/«^bKEY*^« 
T*tg 1 ©«HMt/*«fbK E Y£mS5<t. 

max 1 ommt/m^t key (cs^x^tbuibt* k u 

XStt^fbT** 1 ©HNMbSts 

BuiBm 1 nmmt/mmtK e Yica^TiiEWMb 
stife^-r st*«-^br*n 1 oareibv&efrSK 

Huf31B1$Ui£!Ili> 

x-^tfiBISSftfcfBltSrefcoT, SufBT 7 KUXI=» 

y. BuiBBi^bs-n/cT 7 Kux*a*(bu tufaem* 

■^SJU^SftTfcmE^-^SBi^bU WEWH^b* 
aHt<b«<b*«i7L 

huIBB 2 £DB§^{b/«^fbSli> 

Huiaia«^a k ^tss* ft t ^ * Huiaiaii^Mtj: 11 m 

CD I DlWBfca^Ts *2©BHWb/«^bKEY* 

±&?zm2 oBgmt/mmtK e Y^gp<b, 
HuiBm 2 o>vg*nt/mmt key ic»-3fTmcB»fb 
^tifcT 7 KU7.*a^b-r^m2cr)a^bSP<t:. 

fuiBX 2 fiDHWfb/IMfl: KEY K»"2H"TSaeE«« 

s# e tts * * tif= bubBx - * * Bg^br *si 2 cDBg^b 
[ft*^ 1 7 ] msm 1 ©Bg^fb/a^b k e y «b » 

tulBH 2 dDBS*{b/tt*f b K E Y <b(ix BffiOSNllwtt 
•^T^EE^n^s fS^JSl 6tcE«®7 s -*IEaS5';*x 



[ISsRJl 1 8 ] iiulBx- S USSllli* iQEff 1 wag 

^b/tt*fb»i«na» 2 <Diwb/a»<b«£ *'>fc 

<tti*J»r*#J«»**6fc*5LTt'»*, fS^JSI 6 
IBtE© 7 1 '— £ SiiM -> 7. 5 1 A. 

-*«a««tea»*tifc«ic. me* 1 <owrefb/« 

^<b K E Y i I5EJB 2 Otftmi/VLmt K E Y <h £ U -fc 

•> h Ls Suss 1 Ditaiic»^Tra— omc*i ©bw 

fb/WFb KEY <b BiJIBm 2 ©BTH^b/a^b K e Y <t 
*^fiE*n^<t5lc. iuIBm 1 ©Bg^b/a^-fbSitS 

B«2©B»fb/a*fb»i:**y«pr*, §»*jsi sic 

[000 1] 

BM3<D«T*ft«7j»] *»B^{±, 5 s — 5»4fta^»lc 
»K^IB*Ett«»EE1l*ftTt''*yn^i**»7 r - 

[0 0 0 2] 

<*IB*S* («>Jil«\ ROM) <%EK WSfflbTx* 

[0 0 0 3] S£3Rs ^ftlBlfgatClBli^ftTl^x 
r^^<tLT> (1) Bfrf^b^nfcx— $f*¥3H*IB 

«««»!:iBttr**a» (2) ¥&mRmmwizimz 
niL^T- st^^tb-rBuic ¥*«:iBitsi»t»L< 

[0 0 0 4] fflljltf. 1^BSBB6 0 - 1 6 7 0 3 3^ 
$8. ISBaBS 6 1 -67 1 3 6^&$B. ^SBB^F 5-539 

2i^?gti, Bt^b^nfcx— 9*¥mmBm.%mic 

§B1fT ^dB^ LTt^. 

[0 0 0 5] «1J7L«; 1 68 1 85§ 

1**8. ^W^2 6 9 8 3 7 1 ^i^fgli, *W<*IBtfSS 

&mm * *i* ^ wmmmftiEmo) t cot* * ^ t * 

1t*ft/b7 r -'?^i5E^tbT^^BI^LT^* 0 
[0 0 0 6] 

[$£B£6 ,; «;*LJ:3<b-r*gSS] Bt*^b*hfc7*-** 

¥*i*iBiiiiiiu:iB«-r*^T'ti, ¥#<*iaii^»ic 

lB1t*ftfc7 r --S' ; E-C0tcr)6 , iBg^b5'ftT^*fc«)lC> 
¥*i*IB1f ttB^^BE^tl] * ftfcT^— £ 

jsmvi*.. i^iW<*lBlISE^cl^1S^ftTu^*Bg^<b^ft 

fc 7 s - 1 S» tf*IEfc«8S ti * 21 <b ^R6±-T * C <b t± 7 $ 



(4) 



2002-91 828 



[0007] ztcs T-z&mmwtfiEma'Lco-e&z, 

SSB .k ©IB?«a£ar Bg^bSftTV&l^ S * 

[0008] mmmmmmm(Dmfrtitz*>y 

li\ 15B8f6- 3 4 2 2 5 7 ^iiffi. 4SBW8 - 3 0 7 
4 11^$Bli, LFSR (U-7 7 • K/W* • 

fl»fb/»fbKEY (8) KS^TiMx— **ffi 
icffiS* ft* Z. t*V5±TZ> Z. tZBttt LT*<Z> J: r> 

[0009] ±a?Lfcp«ga*^^-r^rc46 
ic&*ft/c*>©?-;&y, r-^iuitBtcsirattfte 

S!* ft* d t *W5±?Z t— ?>&W3iW3s£mm3i 
[0 0 10] 

[iSS£#;*-t*/=46<D#JS] **«M>7 s -$riiHlK1I 
ti» E«»l*»«H™fc7*-*»«aT»*-3Ts bu 
EEHSSBKES* ftfc 5 s - * © 3 "SbuEx- * ffiJIg 

U*£Bg^bU BuEBg^fb^ftfcT' KUX*MEEH 

itffi y » tmBt^itzntcT— n *v&itr seg^b/ 
a»*b»i***.s mtzvi^t/mmmi*. buee« 

gBfrSBuEEIfgBKII]*!© I Dti?$g:£§ttisy s Su 

ib i Dto&iz&^Tmxmtttmmnt*®&?zwt. 
us**:*?; -5 c <t tc<t y . hhh b/anwt key^s 

*r*B»<b/«*bK E Y£fi£a$«b> MEBWfb/tt 
#<bK E YKS-^TIMBT' KUX*B»fbT*BM<b 
*i» IWHHWb/WMbK EYlc»^TWB«HMb 

*ftfc7 f -4r*anwbr«a*<bait*^*» cfticj; 
y, ±Ea«#»s**i*. 

[0 0 1 1 ] 1ffEtt£fl:(i % IMEBIMMtfttE?*-* 
»SttBKtt*£tifclll(c, SuIB I DtfSgfcBg^fbTt-n 



[0012] BMBBW^t/a^bK e y£.mmt. izm 

T*><fcl\, 

[0 0 13] SuiBBg^fbaWis SuEBg^b/ffi^bK E 
Yi^ST* KUXtfcSLTSMftfiWWffl (EOR) 91 

mtmt* WEfmit/mmtK Eytmsm^ittti 
re?-* tt,cKLT#mtfiimmm (eor) >s*£?t5 

CtlCfcy, BuEBg^*b*ftfcx-**«^bL.Tt><fc 

[0 0 14] BuSBB»^b/a^bKEY^«*tt % MR 

Tb1IIBx-**->7 h-*-tt^->7 h U3?>1*£. buE-> 
7 h U^X^K^SftT^BuEx-* icW LTI3E 

or) mm*m\ *(Dmm&R*mR~s7 h u^x* 

[0 0 15] 8fHBBi^-fb/a^<bKEY^fiE«Blis SuIB 
hUS^^fc^SftTl^ffiEx-*©^ ME 
J* £ffi£<D|iEm;:Mtf«;*.* C t K.fc y * SulBBg^b/ 
«*fl:K E Yfc^EELTtJa^ 

[0 0 16] t9EBf^b/a»fl:KEY£«8Ki» buIB 
->7 h bvX*K«8*ftTU*BuE^-*£->7 
Z\°l&%mW.t2>Z£lz&V. «fc*BS*<t/a^bK 
E Y^^fiELTt) J:L\ 

[0 0 17] *3$!B4>fBffS1I& ^-^JQS^BtcflJJ 
*Rl«6«:iB1tS«T'«oTs x-^tflBlt^nfcfBltgP 
T'*oT« TKUXlc^-r^^'-^^ttJTJ-r^lBlfgP 
<b, BulBx-^fiiS^lIA^eBg^b^tlfcT'KUX^S 
iTlXy. BulBBg^b*nfc7 7 FbX^a[#<bL. buIBIB 
1S^S^6t±373*n/cBijsB^— Sr*WHWbU susBBi^ 

fbsnfey-^siJiBx-^joaaswcassHFt/a 

^bS<b*fiS^., BufBBt^b/a^bSlli. buIBIBUS 
Blc^46iSS*nTi.^BijiaiB1t^Blc|ll*© I Dlf?8 

ics^t, B»fb/a»fbKEY**iar*WHWb/ 

«^<bK E Y£f£S5<t. »EBg*fb/«^kK E Ytt* 
^TBuEBg^bS-n/cT' K UX*«**tT*a»ftW 
<tv tJEHWb/a^bK E Y(C»-3^T»EE««« 
6 tb7J * ttfc fuf Bx- * ^ Bg mt? Z B&^fbSP <!: 

^ cmcj:y. ±Ei«#3tj«sn*- 

[0 0 18] wJSBS^b/i&^fbK E Y^fiESPti, 
tt*/fctt^««!«ilcl9E>»fk/«^bK E Y^MSJrL 

[0 0 19] tOEIK^bVtts tOEflHWb/a^bK E 
Y<bBulBBf^b*nfc7' KUXfctC»LT»fSttlt31« 
(EOR) jSH^^5d<!:(cJ:y, MEBg^<b*nfc7' 

Fux*a*fbu tJEBi*fbawi» wewft/a* 

fbKEY£83Ex-*£tC»LT8HtM««ffl (EO 



(5) 



<&M2 002-91828 



[0020] TOEflHMt/awftK e y&mit* mn 

ThuEt 5 -**^? hS-tt^v'? h Uv'X^i^ fuES/ 
(EOR) 3W*?tI.\ ^-©-3!ll^m^BUlB->7 h 

[002 1] OTB5/7 US>a*lE«ltSnTl/'SME 
9— Hit. fuE I Dlt$Blc*r3$^i6tS;S*nTt^«) 
»Hte*]lB{b*n7VT*«fc^. 

[0 0 2 2] fuEBg^<b/a^bK E Y£fi£SM±, SulB 
5/7 hU^X^tc^jnTt^HulBx— S?©ti'y NHS 
**HHE©I«* IcMtfH*.* C <t |c <fc y > MEBWfb/ 

[0 0 2 3] MEM»fb/«*fbK E YSfiESPfis fuE 
5/7 h l^X^C^TtttTl^BuEx-**-;/? hT 

5iaa*SMr^Ji<!:tcj;y. *rfcfc«w<b/«*fbK 

EY=&£fi£LT*>J:lA, 

[0 0 2 4] aulBI3fl«tffiHaBt*fb/«^b»tU:. 
J*— «y y±(C«J«* tlT t J: l\, 

[0 0 2 5] ^fnHO^-^IEBtt^Xx^tt. x-^5fl 
JISB<b. BE^-^ttBSBKBlOTI&ftEa&Bt 

- £ juisb u: * ^ t»b* n * x - * ** j£ * * 

tcW&7 KI/XtlHftU MEHWlbarftfcT* KbX 

stftEEBSBias y » bu ecBBBfr s wwfbar nfc 
f-**&ffl'js MEPWfbsnfcx-^sB^bT 
*m 1 ©Bw-fb/n^bat *«7t» Suism 1 ©B»fb 

/a^fbSW:. HuEEIfSBfrSBuEEBSBfcSirfl) 

i DflM*si*n»j. suib i DiMmzm^zwmt 

iz*s Lrms&izz tirziamm^n a c t k <t y . m 
i <o«Hwt/a»fbK e y 1 <oB»fb/a 

^<bK E Y£/«8P£» f&EB 1 «MWfc/»WbK E Y 
tca-^TMET' KU**WHWbT*Bl <0W*fb» 

<t, HuiBm 1 nvsmt/mmtK e yicb-^tmew 
^b^tifcx— s»*«^b-r*« i <oa#ft«£*B 

3k tMBEBSBti* 5 s - r *tfB«**lfce«»?*o 
T» SulBT 7 KUXlc^lS-r^x-^^tb^-r^lBltSP 
<bv B(jfBx-^j!Q^it3b^SBg^b*nfc7'Kl^X^§ 

ttixy. miBBW<b*nfc7 7 KL/x*a*<bu Suiaia 
BSBfrea^stifcBi-E^-' «Mftu »ebw 

fb* 5 s - * * MEx- * a&SSBK 3 £ S 2 ©Bg^ 
fb/«*f b» <b tMBB 2 ©BWfL/WfbB 
li. BEEB«BH:*a&IWE;!rnTl**irBE«SSBlc 

mw© i dimiics^Ts m2(0Bg^<b/a^bK e 



Y££/$-r£S2a)Bg^b/«^fbK E Y£j£gp<h, bu 
Em 2 ©HHWb/«*fb KEY icBrJfTlftEBUMb* 

nfe7*Kux*a*{br**2©a*{bwt» iue*2 

©BM^b/«»fbK E YKS^TfuEEItSBfrSitS 

*s ctifc<fc»j, ±EawiMtJS*ft*. 

[0 0 2 6] tDEff 1 OBHMb/«WbK E Y <b> SuE 
*2(0BWb/a*fbKEYd:J4, RWdDBSlCffi-aT 

[0027] miax-^aasw*. meat i ©ng^<b 

/a^bStiuEm 2 ©Bg^fb/a^bS <t 
[0 0 2 8] lOEMBBtt* MEEBSBtfWEx-* 

nfciifc. mEm 1 <oi**fb/«*fb 

K E Y<bHuEai2©Bg^fb/a^bK E Yt*'J-by h 
U tuE I Dif WzB^TR— ©fitEB 1 ©Bg^-fb/ 
«^b KEY <b HUES 2 OBB*fb/a^b K E Y <b tf 4 

fiK*n?>J:5lCv 8uEmi <DBg^b/a^bS<biuES 
2 ©Bg#fb/a^b«<b**J8P LTti<tl,\ 
[0 0 2 9] 

[£B.§©ftSS©m!£] J-XT. Elffi*#BBX&#6*&8.E 

[0 0 3 0] 13 1 li. *^0^£DHBStD»!H©^-^IES 
i/X^A 1 0 O©«fi£0y£5*T,, 

[003 1] 5 s — SifijMi/X^AI 0 01*. EH SB 1 
«h. x-**£31SB2<b£^tj c , EltSBH*. x-^ 
«B«B2H:»Kpri6KB«*nT^*. x-^iass 
B2lc«. P-«»oa»©EeSB3f)^3!HR*n5 1 
o©E1f SIB 1 tfgifn*. 

[0 0 3 2] x-*»S«B2tt, S«*nfcE1f^B 

i KHH^bTrnfcT* Kux^tb^-r^o e«sbi ii> 

9— ?5aSgB2lctt7D-r^ 0 ZltDcteic^ E11SB1 
<t7 r -^fi&SSB2^©ST«3l?n^7 7 KUXfcJ:^ 
Sf^Bi^b-r5Ci:lc<toT. lEa^-^^SEB 
SB 1 icEBSnTfax-^Ort^SM^CtttHB 

[0 0 3 3] EBSB Hi. f-U-Juy^L. 

v&m?-*mE\&znrcmmm£ : r*'f-L.mco'f- 

□ics»T*-ti^.b. y-A?3-by hicEBsnr^sy 

[0 0 3 4] EBSB 1 tts E«SP lots Bg^b/a 
^bSi 1 iS^tr. E1SSP1 OtWHWb/a^bBi 



(6) 



&R8 2002-91828 



[0 0 3 5] iB«8B1 oiclis IBtf^Sl lcll*r© I D 
2>l^lis I DtiHBtt, *M©#frS5»R*tifc«T*o 

[0 0 3 6] *U3tB»"TO. fl§f§ r^-^J lis 

ib«sp 1 o ician* n# s ©* -r :7°©it?B**>5is-r 

[0 0 3 7] B**fk/a»fb«1 His XmtlEtl1t7 

Kux^7 ; -*ia^a26-6S^ixy> *-©ni^b;!r 

2>o ^©ZKUXli, HfilfgBI OtctU73*tl^„ £fcs 

«*fb/a»fb»i iiis Euan o<n»sa***ife7 s 

§<b*tiftf-?5£«t5o *©Bg-sf{b3r*ifcx--St 
lis 7 : -*5as^»2^tH±i*n^ 0 

[0 0 3 8] x— 5»5&S^S2l±, S&SgP2 1^, Bg^ 
[0 0 3 9] Ett««1 tf^-SfcyiMl^fcMMSft 
3K«2fc©B8*<k/a*ft»2 2 iliatHcSatMt:: 

[0 0 4 0] #1395 2 1 lis GltttM ItcBtl* tlTV 
2> 7=— ? © 5 "5 x— S* iQrSS» 2 lc <fc o tl* 

[004 1] 0t^<b/«^<bt§2 2 lis jaSg)52 1 fr6 

r*ci(c«feyBt*fk*nfc7 , Kux*^Ber*. *© 
fc, Bg^b/tt^b«2 2«, E«a«i *»sai***i 

— St^a^-fbT^CttcJcyx— St*^fiET*o *©x 
— SHis iQSgP2 1 Ka3*)3-*i£o 

[0042] x— stjos^»2ii, nmt/umtni 

1 £WHt/V.mtM2 2 <tSQSSP2 1 t«-»Jffl|-r**<J 
[0 0 4 3] #JffllfflS2 0lis Bg^fiEziVr-P-^ 3 
»1 1 lcfclt*B*fk/«*<bK E Y©£f£i5<fctfgM 

(oz* 5.><?£v§mt/&mt%B2 2 K.&t&ntmt/ 



scaurs iwfb/wwbiii ias*wwb/awb 

Si 2 2*ft!fflrt3. 
[0 0 4 4] hP-7 2 3 lis B»<b/« 

**b*i 1 fc«fe?fflH*<b/a^b«2 2tcjta<o*!iwi 

#*»J»flre«4 1 =&*rLTB8^b/«^bi§1 1 feet 

tfBg^t/a^kn 2 2 u whw b/a»*t« 2 
2©*icnaT**y«fflWMa«*«4 2^^ltb§ 

#<fc/««fb» 2 2 (c«MT 
[0045] H 2 Us EH KM 1 ©Bg^b/fc^bfS 1 

1 ©tasitsr. 

[0 0 4 6] BWfb/a^bM i i t±s KflxaJk*£l8 
"t^L FSR (Linear Feedback Sh 
ift Register) 12 

[0 0 4 7] LFSR12lis ->7 r- USttlUCfiMS 
nTV^Nfcf hfflf- St©5^jgJK*ftfcs^<ofr© 
fcfy Mc»LT8HSttMS» (Exclusive O 
R ;J-XTs TEORj <bV»5) M»*f5l\ *©MJWS 
r-Uv>7s$©A7Jli:-7<- K/W^-TSEISST 5 
fe^o hU^^tts •Willi's D-pVyfyny? 

(DFF) **5UfcJMK-r*C££J:-3T<HtfS*l*. 
[0 0 4 8] ->7 h Uv^X-Sf lCflB#*ftT^*N tfy h 

l\ *©atiws**->7 h U5>x*©^rn©t"-y hffi 

M- 1 ©flHB©«HiL» (/<*-» 

S5. ::t% 2 M-i©««**r*«K 

SL»?'Jl±s — ASKs TM^J (Maximam len 
gth Sequences) j £m£tl2>° tCf, 
N li 2 W±©ff«©SSaTfc^c 

[0 0 4 9] 5/7hUS?X*(C«Jt*ftTL"«*N 
tr-> h©^— $r©3"Si/»"S*n©lf«y h-lc^LT E O R3S 
ff*ft5£M& (Ml) t=^*n*N3RflD*flSatc«fct> 
Ta-Tdsb^T**., 

[0 0 5 0] 

[M1] 




— $t©5"5ksa©tr-> h^EOR3iw-«ffi-r^ii^ 

Uak= 1 s 5/7 r-bv7.*tC«}#*nT^^Nt:-y h 
©7 s — St©5"6 kflCb'7 r-^-EORJimiCfiE^L* 
t^liak=0tL ao= 1 fc<fctfaN= 1 <b*n 
*o C©*^SCf (x) lis LFSRl#1±^a^<bPf«" 
LFSRtf5S^T*«HSSLM©1#1S*«r. 

[0 0 5 1 ] fljjltfs N = 4©Ji-&lcfcL>Ts 1SB© 
tf>> r-fc«tlf : 4Sa©k!^ McfctLTEORgtHS-fT? 
^tillis L F s RWtt^flKf (x) lis r x 4+ x 
+ 1 J i:«*ti*o 

[0 0 5 2] M^J^fiE-T^/i:46©L F S R*Stt£JS 
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*\z&&zn*tnzv Kor-tHDmiimt lt« c© 

• 0 (ALLO) j ) *ttJ&r*E£tt»W-fcW-n«& 

[0 0 5 3] ISHSP1 0 KKttS ft7V* I D flt^lcS 
•3L>T, L F S R©->7 h UyXSUC^&^ft^* N 
tfy h©^-*©*!]^.!:* LFS R^lt^SSCi^ 
A6>*S*ft£o L F S R 1 2 *©^»***tlfcN 

tr-> t-coT-zmmmmt lfs r*si±£js5£<!: *»fc 

[0 0 5 4] EI3l±. L F S R 1 2 ©fltfiBflUfc^Te L 

f s r i 2 tix n tfy h©7 :; -^^'Sj#-rs->7 h uy 

X$ 1 8a^SLTl^ 0 ^HU-^ 1 8 alt, j£ 
^JlcS^nfcNfflCDDT'U^^P-y^' (DFF) 1 
8A^8«!fi!6*nTl^ 0 

[0055] LFSR12 ic^MSfflP- Kfi *#A7J* 
ft3<t. ->7H/i?W1 8 aU:«Ji*ftTl/>*Nkry 

©Nt7 h©x-*©«j»Hiti, §b«8pi oiciBiiTt-n 

Tl^£ I D1i«lc*-3l^T*4&>*£SftTV*. 

tt, ^©Nt'y h©^— *©#3J8H£(;Ju N<ffl©DF F 1 

8©*fc?y KEA73*ft*«M3«n- K«9tf«lf-y K 

fctfftTVfcJTC^a&aUtS'ftTl'^. 

[0 0 5 6] L F S R 1 2lC->7 h^av^tfA^Jtl 
*<tx ->"7 h Uv>'7.£ 1 8 a KfiaSSftTl^* N fcfy h 
©^-$tis l!^ 1 bfy Vt-zmfeoxfiGMz*/-? h£ 
ft*. «*©0W;:RJ&r*c£tfRri6 

[0 0 5 7] iSffiSSI 0tE«*ftTtN* I DflHBfcS 
■5t"T^*6j*ft*ftfcjW?«WJU:a6-3T, ->7hk^ 
■Sf 1 8 a te«J$£-ftTVS N fc? y h©f-^0?^©U 
<o*r©hfy h/WKRStu W!*ftfctf-> hlotfLT 
EORS*;b^ten«. *©EOR;RJ*©*gm«:. 5>7 
H/->*7*1 8a©lSS©fcfy h (Tftto*. 1 «B 
©DFF 18) ©A7D^7-f- KMy?*ft*o 0 31c 
^SftSffJTHi* 5^7 h U5>X* 1 8 a tc«&£ftTl^ 
2Nt>> h©7^— 1 #l©fcfy h<t 3#g© 

tf y h <t i=» lt e o r mnimt>ft. ^ceor mm 
ommtf's? h i/y^^ 1 8 a © i sa©^ h©A7D 

IC7<- K/fy*Sft*. EOR5tHJR?1 3 6\ IS 
g©fcfy hi: 3Sa©fci-y Fi:U:*fLTEOR-3tj(*fT 
•pfc&KfigE^ft&o 

[0 0 5 8] ->7hL/y7^1 8 atc-RJf^ft^N ify 
hOx-^flMBKHit* 5/7 h 1 8 a lc«l#* 



h©-^--*©-^©^?**!©!^ 'y t~*mtRL 

t e o r anv*fT3 *»w3uw «t i** tattse 

1 OtciBttS-ftTl^ I Dl«Bl;:»-3i/»T— »»K3«£ 

[0 0 5 9] L F S R 1 21*. Bg-S§-£j£=l > h □— 5 2 
3fr6^*ft*5/7 h7Py7lc|is]»!L7\ 7>-?A 
teSj£*ft*3HHslll[M/£tt. >7 h 18 a© 

->7h awfi «tif eor -St**** y ig-r. mvm las 

©&7SL 5^7 hU5>7S 1 8 aK$£ft;5NfI©DF 
F 1 8fr6iU7j3-ft3Nti-y h©^— ? 3^*73 5»0 
UTtLTL FSR 1 2^6di^*ft*o Jfc^x-SO 

[0 0 6 0] E2^SIf#^LT. U5>7* (Key_ 
Reg) 1 4ti. L F S R 1 2 tiZ&tl t- 

*OUT©bfy HHJ**ffiJt©£y Htt*lca£tf»7l* 
F S R 1 2 teffifiE^ftT^^o K e y_R e g 

1 4ic«j#*ft*Nt >> h©x-$# % B%mt/mmt 

KEYiJM. 

[006 1] L F S R 1 2A^6t±l^*ft5aj73T ; 

-£OUT©try hifSiK e y_R e g 1 4©bfy ht£ 
<t«x lE1f§fl1 OtcATaS-ft^T 7 KL/XOk'7 hfllfcj; 
tfEIMM OtfSttiJjSftSx-*©!^ US© 55* 
*^73<hlllL;tL<li ; E-ftiX±<tSoTU^e fiEoTs 
K e y_R e g 1 4 lz&mtl2> N t >> h©x— >©"5 
"5. T 7 KU^©tf > Hi^fclix— 5»©bf<> KlBlcfSL; 
TWR*ftfefcTy hrox-'S'ft^^'fb/ai^bK E Y <t 

[0 0 6 2] K e y_R e g 1 AlcU, B?^fiEP> h 
P— z>1 3frSKE Y'J-b^ h^JsJclfK E Y-iry h 
^ P •> ^7 JbMft*t7*-ft£o K E Y 'J Hz y h {t9K:|qffl L 
T. Key_Reg1 4 lC«Jf* ftTfSHHWb/tt* 
<bK E Ytf'J-fey h*ft*o KEYt7 VjUvVlzM 
MSLT. LFSR1 2A^m7D*ft*ai7D7 :r -4'OUT 
K e y_R e g 1 4KSjyji$ft, «***ft*. 

[0 0 6 3] K E Y-tr-y h^P-y^ti. BS^BEUVh 

*fb/«#fkKEYtt» KEY-ty h^Py^tciSSL 
T» 3efflWS7fctt^fflHfl«HJ:K«r*ft*. 
[0064] ^©idlC. L F S R 1 2fcJ;tfK e y_ 
R e g 1 4 U> EWtll fC*«6Hse*ftTL"*IB11« 
SI ICS#© I DIWBtca^T, Bt^fb/a^bK E 
Y«ft«r*|»ft/«^bK E Y3EJggg<b LT««gr 

[0 0 6 5] K e y_R e g 1 4 ft*Bg^{b/ 

awflsKEYi*. a^bEORy-hwi stug^fbE 

ORy-H9Jl 7<blc4ilSft*o 
[0 0 6 6] a^bEORy- h5"Jl 5l±, Bg^b^ft 

a^bK E Y£K e y_R e g 1 46>S§ttlXy. Bg^ 
<b*ftfcZ KU7C*tfy h<fcBg*fb/a^bK E Y© 
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[0 0 6 7] Z\<DHo^ «^bEORy-h5iJ1 5 

[0 0 6 8] ar§-fbEOFty-h?iJi sic^^eorjji 

1*. Key Regl 4 IC«J#* nTL^Bf^-fk/^ 

<tKEY^#BSLTx B»<b/«*fbKEYtf TALL 

oj cr^T^tf-y h* 11 roj ts'j, w»fb/a»<t 

K E YA^iSS^nTL^t^^) T&^Hi^Kli. To 

{bKEYtf TALLOj T > &l/>*&K(±, t^ftEOR 
y-K9"Jl 5frStb733'n.2>7' KUX*IM»1 OlEtB 

[0 0 6 9] 8BS8B1 Oti. -feb-?* 1 6fr6ifc7DT*-n 

[0 0 7 0] BlHWbEORy- h?J1 7ti. fEUSM 0 

Y5Ke y_R e g 1 4frS5ttgS»A IBIfSPI OfrS 
mUitlttT-'. h tBf^b/«^bK E Y<7) 
Sb> h<b(c3>tLTEOR3m*^'5c:i:tcJ;y > IB* 

«i oA^ttTj^nfc^-^^Bg^b-r^o 

[007 1] d©<fc5^ Bg^bEORy-h?U1 7 
l±. Bf^fb/a*<bKEYtC*^TfB*8P1 OfrStU 

73*nfc7 r -^*Bf^b-r*Bi^<bgp<b LTSiter^o 

[0 0 7 2] ±mLtz^o^ Key_Reg14lc« 
»**lTt"*B|^b/fI^bKEYtf TALLOJ 
*»*tcf*» tU^*1 61*. «^-fbEORy- h9Ul 

5^eai7js-n57' Kuxicfr^er. rosttij © 

T'K bXfciBHSUI OfcttifcT*. IBttSM Oli, To 
§i£j ©7* KUXlotfLT FoSifcj ^fBlt*tlTt>S 
I Di«B*B*r*. C©»^ IflHWbEORy-hW 
171*. TA L L Oj <b I DlflBi^LTEORSIII 
^T"?;i<bK&£<, ^-©£31. Bg^bEORy- h?J1 

[0 0 7 3] H4(i, 7 s - 1 St«a«1i2©HHWb/tt* 

<bS2 2(DMdzm*m?o 

[0 0 7 4] BW<b/a»ft*2 2ti* IBflMlfrS 
ttfciftfcl D (I D_Re 
g) 3 6<bv I D_R e g 3 6 K«*#*tt7i: I Dlt$8lC 

*^t. ^ajk*^jar*fc46o«]fflfflt lfsr 
wi£*jjiiC£*3UETSL f s Rwmm^m^^. 

[0 0 7 5] CttttHl tfx-^&JIS^lc&S^ft 

*<t. Emm fr&7 r -4traKB2ic i DimunE 

[0 0 7 6] I D_Reg3 6li, BlftfiKaVhO- 



5 2 3^6fl»SSn* I D-tev hflWteBIIHLT, §E1f 

I D R e g 3 6 te^&S tlfc I Dlf$8&, LFSRtO 

[0077] LFSR SOffifii^tt^IIiCS^gP 2 4 fcjj 

«Bffi<b L F S Rtttt*%A£*9fc£T«KK«fl&ti« 

ami*, iBitss 1 ©Bg^fb/«^b& 1 Hctsitbn 

ftLFSRI 2Kfc^7\ I Dlf$BlcSr3^TS<fi(SL» 
*:A&©«)»HiI<b L F S Rl#tt*JS5!Ci:**tt 
aST**lcflMSftfc»31iH»?»*. L F S R 1 

(£TS7c4&©8J»HI<»: LFS Rt#14£3Sit<h £31311-* 
Ie]&#LFSR1 2[>gl^yji^nT^^©lc»Ls L 

f s r mmw^^mm.^ 2 4 th*. i d nrnics 

S R!|Stt£Hit<fc*5Vri&J*8KS^S E LBUStfLFS 
R 2 5lCttJ73*n?> 0 

[0 0 7 8] LFSR2 5U:, ->7 h Uv-'X* 3 0 <t- 
L F S R7-f- K/^?tHffiittIflSfiESP3 1 <t£^fc<, 
[0 0 7 9] 05 (a) •>7hUv ! X$3 0J)J:y 

l f s R7-f- F/Sv?mmmmm&3 -\ o>mmm* 

[0080] LFSR «D)UHI£1£$qfj£Rk£9! 24W 

7 h 3 0lc«J#*tl^N try h©^'— £©«)»3 

LT->7 h Uv-'X* 3 0 ICttJESft*. 
[008 1 ] LF SR7<f-F/K'y9mEStffl&0S&3 

fiKr5fc»©a8Jf©L F SR7-f- KA-y -JUMKSJUB 
fiKffly-hlR?3 3?SLTl^ 0 «S©LFSR7-< 

[0 0 8 2] EI5 (b) l±, LFSR7^-F/i:7^S 
ffi*»BJ*ffly- KIR? 3 3©«Wt«*5%r. LFSR 

"7-< — k/ < ^«aa»BBia«y- k as? 3 3 e o 

[008 3] 4- 1 -bU^* 3 5(i. -trU? hfs^ATJ 
fiS^SlcATD^n^-tb^ hfi^lcSfoT. 40©A7D 
ft^©3-6©1 o£3!tR-t£o 40©A7D«^l±. A7D 
dss^A^SATDTS-n^fi^ A7DSS?B6^6A7:*n^ 

XtlitlZis^tlcttLT E O R-3IS^3 4lCj:5 E 

$5. 4- 1 3 s iz ^■DzmtR^ntcm^i.. 

[0 0 8 4]*1/7HI*I4. LFSR«MMWtt#9I 
iCI9:^gl?2 4frSlU73*n*#JWl*S ELBUS©- 
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[0 0 8 5] 05 (a) SIKHMHLT. LFSR7< 

- Frfvymmm&m&s i 1±, ksj©«» 

OPtJIU:K5U*ftfc4«»0 LFSR7-T- K/\*y 7«B 
ffiWBf&m?- HR?3 3**C. *©*tt©l«JIfl!>» 
TffiSlcli, N/2f@<DLFSR7-r-KAy7ffffiai 
h*?3 3tfM5!lU:tttj\ «»-r%2o<D 

LFSR7-f-FM'>7 WffittSKfiE^y- h«?3 3 
<DtHa*?Y:b»Sfl>a*ltfs ltti<9LFSR7-f-K 
My ^fUffiffiilffMffl'y'- hiS? 3 3£DAMf AS* 
tfA*«*? B IC A70*tt£o 
[0 0 8 6] LFSR7<- KMy 7<fflfifi3fl5J36SP3 
1 14. WHMaaav hd~5 2 3^6iltteff n%«MMl 
□ -KflWfcWJfflLT, L F SRamHHftttraftKBE 

as 2 4 \,z j: o T3aea-nn:»«a.K*«**** f=«>ro 

®WimZ:~>7 h U5>A£ 3 0 KKST*. 
[0 0 8 7] ->7h 3 014. jSFJtf:ffi*S* tlfc 

N<l©-by HJ-by Mtf* D7'J y 77Py 7 (DF 
F) 3 2^6«f£fniL^„ 

[0 0 8 8] ->7h U5?7$ 3 0 £5/7 y 7tfA 
73**lSts 5/7hU5?X*3 0lC«J#arftTl^Ntf 
y hO^-Ste, 1 tfy hTomS<D73(Rllc->7 

h*ti^„ «A(f, 5/7 h7Py7KIH}8LT. K#l 
©DFF3 2lc«J$*ft7Wcfcfy M4, (K+1)8 
|©DF F 3 2lC->7 F-S-tl^i^lBtlC, (K+1)# 
gtDDF F 3 2KMtt!rtLTVfc£y K*» (K + 2) 
SS0)D F F 3 2lC->7 h**l?>o C<D«fc-5K. ~>7h 
7Py5>lClH8BLT. 5/7 h U5>"7.£3 0lC«&;lr*l* 

[0 0 8 9] Nffl©DFF3 26^6aj**n«aj7Dfi^ 
SOUT (1) ~ (N) CD^-tvFftte, L F S R7-f- 

5lfs R7f — K/^y vwmw&im?- \~m?3 

3lcA^)?n?.c tti73fS^SOUT (1) fcj: 

15 (2) 14. ^-ft^tu L F S R7-f- K/W 7<WiM8 

icA^^tl^o F S R7-<- KA'y7*ffiSSSJfJ 

BEffly- h£7-3 3£>-bU? Hi*A7J«K?S KA^S 
ft£-bU7 MI^KfSCT. 4- 1 -bU7*3 5KA2) 
S-ti^.4O0[){i^5'6roi ooD{f^iStR*n5o 5M 
}R*nfdS-^(4s fCLF S R7f - KAy 7*JffiK3i 

OLFSR7-f-K/t'> 7WffiSSSB)«ffly- hSt? 3 
3©a*flK?Y^6aJ73*nfcfll*«. ±<SS<DLFS 
R7<- K/(f*«WRMy- KIR? 3 3©A7D 
4S?ASfcl4A^j4S?B^A7J^tl^c ££D<fc?&«m 
tf. L F S R 7-r - KA"y 7^ffiiftaJgfi2gP3 1 <Z>*± 
teSlcrnjA^TltyjSS-n^o *OltJIL S±<uJl£>1 
-d(D L F s R 7 -r - K/ Sy 7t?fali«31fi5j£ffly- h IR? 



3 3^51 tfy h^tfc^S-n^o i©1 bfy h-cofitl4. 
i&IWI^FB I N t LTs 5/7 hUvX£ 3 0lC«J#* 
tlSNbfy hCr- 5?©-5-5C01SS<7)t;'y h (TSfc 
■6, 1S10DFF32) OA73lc7-f-KAy?*tl 

[0 0 9 0] 5/7hb5>X^3 0(4. Bg^fiEP > K- P 
-5 2 3^e-K«S*n^5/7 h7Py7K|5|»3LT. 5 
>#2*K!ft£*ft3-;S*lE]»Mf£tt. 5/7 h U5>'X* 3 

$Q30)**7&. 5/7 h U5>'7£ 3 OlC-^^n-SNfflOD 
F F 3 2 6^6dJ±li-tl^N tfy haJx-^tfiiJTjx-* 
SOUTtLTL F S R 2 5 Siti*)**!*, tiJ*)^- 

*sou-R4. mmmz&T. 

[009 1] 5/7 hU5>'7.^3 0luA7D*n^5/ 

7h^Oy^li, L F S R 1 2KA7D**l£>5/7 h^P 
y7tlRl— <7)fS*TS*c 

[0 0 9 2] Zl£D4:5lCv LFSR2 514. LFSR1 
2 lcfc^*ift^>SJI<hllllf©iiSS3SjHc^oT. L F S 
R 1 2lc«fcoTSa*ft*H(HSL»iBWflDa«aJBt* 

[0 0 9 3] L F S R 2 5j54tfL F S R 1 2lCfcl^T 

5>7 F-3IJK*)[h]$!jM14. #J*.«\ ^f^-l;: 

[0 0 9 4] E)4£-m*#S8LTx U5/7* (Key_ 
Reg) 2 714. L F S R 2 5 S tl£iiJ 2) x- 
$ S O U T^tfy h £y MHIfffcffitfgTl 

•Scfc^lcL F S R 2 5tcJg«!*tlT^?>„ K e y R e 

g 2 7lc«}#**l*N tfy \~C>T-$b\ HtGit/tt 
itK E Yi*n* 0 

[0095] l f s r 2 s^eaj^^n^ai^x 

-£S0UT£>tfy h*i<tKey_Reg 2 7 Ofcfy h 
mtli. 5QSgP2 1 t-Z&tlZtiZT 7 KUXOtfy htS 
*J«fcO : 5Qag|J2 1 KATD^n^x-^CDtiy hUOd-S 
A*^7D<hIl)U i tL<l4^tiJ-X±i:^-pT^«.o S£o 
T> K e y_R e g 2 7 lc«}fS-ft£ N tf y h©7=-^ 
T 7 KUX©t"7 hitS^fct47 ; — ?©t'y h«ic 

YiSftff*, 

[0 0 9 6] K e y_R e g 2 7UH4. &H^£fifc=]>h 
P-7 2 3^SKEY'J-try h^fe.tti-'K E Y-by h 
Cn-y^am^n^c, K E VJ-by hfl^lcmaSL 
T. Key_Reg27 lc«J$*tlTL^BB^b/«^ 
<bK E Ytf'J-fey hJh5„ KEY-by h^Py^^Hl 
iLT. L F S R 2 SfrSfcbTD^ft-SaiTDT 1 '-- 5»SOU 
TtfKe y_R e g 2 «J#*tl5o 

[0 0 9 7] Key_Reg27CA7]Jn5K 
E Y-by h^Py-^14. K e y_R e g 1 4 KA^ft 
SKEY-byh7Py^<!: m—0{E**Z*&2>o 
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[0 0 9 8] I D_R e g 3 6 fcefclfL F 

S R«)fflfl^$qi£tt£9!2 4(i. EWtBl £■* 
4)1 DflHBlc»"3^T» 40ffl4il£li33lll£«t!t£r3 
LT*M&T*. L F S R 2 5 fc«fctfK e 

y_R e g 2 7 It. f8£3r*lfctt]*IHilCttLTia;£*ft 
ThffcSiSt Jlfcfr 3C<h^J:Us BS^b/«*fb KEY? 

[0 0 9 9] K e y_R e g 2 7 tCfiatS-ftSBS^b/ 
«^fb KEYtt, «^<b E O R y- h 91 2 8 «t Bg^fb E 
ORf - h5'J2 9<blc^S.6tl^o 

[0 10 0] tt^tEORy- F-5U2 8li. Bf-^b**! 

EY?Key_Reg27^5SWJ> Bg^bJtlfc 
y-^flDStfv hiWWt/flWfbK E Yfl)gt"7 h<t 
KttLT E O RmM^fro £Hz£V, Bg-«^b7*ttfc5r 

[0 10 1] WHbEOR?- K9J2 8 

[0 10 2] Bg^bEORv*- h9J2 9ti> 5QSgP2 1 
frZatfrtftfcT 7 KU^*eitK»J» PWft/a^bK 
EY*K e y_R e g 2 76^SttlSUv fflSSP2 1 

etbTJi-tifcT 7 KuxcD^tr-y htBg^fb/a^bK e 
Yoy&e-v h£te»LTEORaM**TdEifcJ:ys 
sagas 2 1 6^sai7j*nfc7' v\sttv%mt?z><, 

[0 10 3] £(D£olZ. Bg^-fbEORy- h?J2 9 
t*. Bg^<b/«^<bK E YlC*^T5QSgP2 1 frStii 

[0 10 4] H6*#BILT, Ett&«1 tf- 

^iQS^»2«b?$trx— ?f£55l->X7 1 ^ 1 ooroMfE 

[0 10 5] G(Stl1 6 lt 7 ; —S'toaSS2lcg»*tl 
i\- K'J-t?-> h^fitoft*. K'J-bv h 

li. rKEY'Jt7 hfi^j *B»<b/tt^b» 2 2 k 

i&tfettfc K e y_R e g 2 7 iiBg^b/atS-fbS 1 1 
KKttSnfcKe y_Re g 1 Alzmtrf* (H6 

(b) ) . *©te*. K e y_R e g 1 4fc«fctfK e y 
_R e g 2 7 (C«*£ tl*^- ^ft^tV FA L 
LOj lcg-b-yh*n^ (H6 (a) ) . Key_Re 
g 1 4fcJ:0 : K e y_R e g 2 7 KfiBSSft*^— 

TALLOj MSCttt, Bg^b/«^bK E Ytf'J 

[0 10 6] Key_Reg 1 4K TALLOj tf«JS 
ZftZt, -feb-7*1 6&. ffiffbEORy- K9J1 5 

kux*e*»i o leaser 

[0 10 7] Ettffil 0tt\ roSiftj 0)T KUXKE 



[0108] ;r©<fc-7K. B8*fb/«^bK e Y#u-tr 
<y h7rnfcttKI<tlB1iSPi o© ro#ifej <k£K&Itttt 

s c -t ic«t y » nmt/'<nmt k e Ytfy-bv hS'tifc 

[0 10 9] *Jf»8P2 OWBg^fifcZIVhP-^ 3 
li. r I D-tr-y hff^J 5- I D_R e g 3 6lcdJ73-r«. 

(B6 (i) ) c ZOmZk. EBM1*6t-' 9*m 
^S2lCS2l*nfc I DlfSBtf I D_R e g 3 6lc-fe«y 
I-*** (06 (h) ) ttt^ L F s Rmmft®. 
$T%jmj£%l2 4lzih73-£tl2>, 

[0 110] L F S RWmm&&*ll&SBt£&2 Alt. 

£LFSR*31±£Jl5£<t£;*3rr* (06 (g) ) . L 
FSR«MHB3tt*flKKE*2 4U:. 
■r*fc46©fi)Wfil<t LFS R^tt^iC<!:?lgS-r5fc 
»OWfflKS^S E LBUS^LF SR7-f-KAy^f 
ti5lim£aS3 1 letter *o 

[0 111] «MHBffi2 0©Bg^fi£=l>hP-7 2 3 
liv rfflfflfiln- K«*J SLFSRUJSWLFS 
R 2 5KJfc7J"r£ (06 (e) ) . 

[0112] rwmmn- Kfl»J KfSSLT.. LFS 
R 1 2©->-7 h Uv>X* 1 8 a tc«3SS{S6^IS^*n> L 
F S R 2 5 CD~/7 h U-^X* 3 0 KfflRHfittfiB:^**!* 

(06 (d) ) o diIT\ ->7hU^1 8alClSS 

1 D1WBlc»-3» L F S R«]8Bfii ! tt14^Ii^;i6^9J2 4 

[0 113] &m&2 0«9IHS*3>hn-72 3 
r->7h 7 Q7^j 5LFSR1 2£iy ; LFSR 

2 5tC!U73-r^ (06 (f ) ) o 

[0 114] r->7h^Py7J ICJSSLTs LFSR 
1 2©->7 h Uv>X^ 1 8 atc*tLTMi[H]<D->7 F-JS 
It^totL. L F S R 2 5 <D~s7 h Uv'X^ 3 0 tcjtf L 
TMiI=l(D->7 KaWtffftJtl* (06 (d) ) „ 

[0 115] L F S R 1 2T(i. 1 |h](D->7 h3l 

H^fi^SlC LFS Rlt^^^lcS^X lilSlSWft^ 

tf->7t-U^ 1 8 a<DA73lC7^- K/\"77?n 
3o LT, L F S R 2 5 T^±^ 1 Is]C5->7 hJSH 

^sa^tc lfs R&m&mmzm-3<&mim&ft 

frftZ* ^©LFSR^tt^JSiC^ I Dffi$glC»-^* 

lfs Rmmimi±&mitm?£& 2 4^«fcoT3iwc«fe 

[0 116] iKD^-pKx L F S R 1 2fc<fctj : 2 5T 



(11) 
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it. r->? h>7p-y<>j &\ttti2>miz, -/7\*mn 

<fb& 1 1 fccfctf 2 2 lct>l^T£< IrI— 0>HJf A^^n 

[0 1 1 7] C<Z>J:-3£» L F SR 1 2KHu I Dff$B 

»Hil<t L F S Rftte&TMj£t*m®.?2>tctt><D\5}&ti^ 
#>mfr&£ tlT^-So L F S R 2 5 fctt, L F S R 1 2 

L F S Rttffi4iI131&$H3N:X9S2 4l±, E1I«1 1 

seas*** i Dimtcs^T, lfsru tmm 
mm&m&T2>£oiz\- f s r 2 s^aurr*. 

[0 118] f<0tSJRs B»*b/«#ft»1 1 fcfctt* 

Bg^b/a^b k EYi, 2 2 icasi* 

[0 119] *J»8U2 0«!>«H&£j*3:/ha-7 2 3 
liv r^h^n'^J SLFSR12t5,tyLFSR 
2 5[cm*©EI»^a*Lfc«H^ TK E Y-tr-y 
□ y^J £K e y_R e g 1 4*5<fctf K e y_R e g 2 
7fcW2rr* (B6 (c) ) . 

[0 12 0] l"K E Y-by h?P->*J fcB*L7\ L 
FSR1 2 6^6i±J^7*-n*ai737 : -'SiOUT* , :Ke y_ 
R e g 1 4ic«iyasn, -?"^li:«J#*n^<t<»:t^. 
L F S R 2 5 ^SffiTj^nSaiTDx— ? SOUTA^Ke 
y_R e g 2 7 y +u ^{SJt^n^o 

[0121] cl©<i:-5tcLT. Key_Reg14tK 
ey_Reg27 £K|5)-<DBg^b/a*HbK E Y (« 
AfcT, Ai" ) *'<«J#*n?»^<blc^S (0 6 

(a) ) o 

[0 12 2] E1M6B1 tfT ? -*fflB6«2K(B»*n 

t^**^(c» % wnb/wtftiii it.v$mt/ism 

*£?*l£o f-f/U*^LT, B»fb/a*fkKEY 
fc»^T»^b*ftfc7 r --*tfe«*« 1 frb?-^ 
jfiS^«2tte3JI*tl5 (0 6 (j) ) o 

tl« (H6 (k) ) o 

[0 12 3] 5QSSP2 1 It. BlfttBl £E11 

Jtlfcf-^ro^^f-^ fflg^K 2 (C «fc o T«S*n 

«*fb/a^b» 2 2 <*>Bs^b e o r y- h ai 

2 9te-5-;*.Stl3o 

[0 124] BS^kEORy-h5"J2 9tt, 
*tT>> htKey_Reg2 7 lc{SJt*nT^^Bg^<b 
/a^fbK E Y©#b*7 McatLTEOR3W*«3C 

ticfey, 7Ku^cnH»4br«. jmw<hc«:» Bg^b 

/SfftKEY(D«»<5b7hfl!)7? rij 4)£yh(c 
*H5r*7 , KL/X<Ofcfy h©lta (1/0) tfElE** 



[0125] jnnbEOR<r-h?ji sit, vumtzn 

tzT KU^©Str-> htKe y_R e g 1 4 
TL-»*Bt^b/«*fbK E Y©*fcfy HCftLTEOR 
3IJI*ff5 C tic «fcy. Bg^b^ti/cT 7 KUX*«*fb 

r*. mwttiizit. ng^fb/«^bKEY©««©tr<v 

h©5-5 rij (Dtf-y h-^l5-r^Bg^'(b*nfc7'KU 
7.<Dfc:-y hOBBi (1/0) fffilE***. 

[0 12 6] K e y_R e g 1 4 tfi»*nT^«IIS 
<t/m&itK E Y<hK e y_R e g 2 7 tC«jt*tlTf 
SflNHb/lWfbK E Y4(4B-T*5. SEoT. ±2 
LfcJSJSTBg^b^ftfcT' K IsXZ'&mt? £ Z. LIZ*. 
Us Bi^{b*nfc7'KUX«7t<D7'KU7.lc^*n 

[0 12 7] aWfbEOR^- h^J 1 5A^6til7J*nS 
ZKUXtt, -trb?$ 1 6K-5-*.e>tt*o tUf^16 
li. Mft/fHWkK E YtfU-ky hS-nTf>^tt8lT 
fe^^S^^J^-r^o K e y_R e g 1 4lC«*f;*ft 
Tl^x-^tf TALL0J tU 

1 6(t. ss«fb/a*fbK e Yflcj-k? h^nrt^ 

6li, a^bEOR-y- h9J1 5frSiii7D*tt£7' KU 

**e«*i otciU73ri>c 

[0 12 8] !B1SSP1 Oti. T KUXlcfcUSTSttSU: 

Bg^bEORy- h9Jl 7H:tH7J-r^o 

[0 12 9] Pg^bE O R y- h?J 1 7 ti, lEItSP 1 0 
frSffl7J**lfc7='- htKey_Reg 1 4 
lCfia**hTL"*B»fb/a*fbK E Y©£fcT'j/ htott 
LTEOR3IJI^T5iI<klCJ;y. E«8P1 0^6*571 
^tlfc^-^Bg^bf 3o JH*«lCtt» Bg^b/a^ 
<bK E YOa»<Dbfy h©5"6 rij CD^-v RcttES?- 
ZT-WH-y hOlSS (1/0) A^giESti^^ Bg^ 
IbEOR^-hJUl 7tc«J;^Bg^b<DJ^Sli. Bg^<bE 
ORy- h5'J2 9lZ£Z>B%^{t<DM.mtfs]— T*5o Bg 

^bS-tift^-- frliv Bg^fb/a#<b«2 2 com^t e 
ORf- h9J2 8ic#^.en«c 

[0 13 0] a^-fbEORy- h?J2 8l±, Bg^b^tl 
fcx-^CDS-ti 'y hi:K e y_R e g 2 7 tlT 
t^^Bg^b/a^bK E Y©Sb7 hlc^LTEOR-31 

wz'hozluz&i). Bg^bs-n^x— 9*'<&mt* 
z 0 mwmizit. B»fb/a*ftK EY(o«»©by h 

<D5"5 rij COif-y hlC»JS-r^Bg^<b*nfc7 :, --S'0 

e->h<DSiis (i/o) tfgRjw. a^bEORy 
- h9J2 8tc<fc?>a^<b©^sti, a^bEORy-h 
51J1 5tc«fe*a^boa«tra— a^bEOR 
y- h?"j2 8^6t±37j*n*x-^i±. 5asa?2 1 ^4 

[0131] 5QS9J2 1 It. a^bEORy- K9J2 8 



(12) 
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[0 1 3 2] J-m tBttSBl tx- ?$Q31£B2<k© 

mtK E Y*aEj8r*fc»©SH»tf L FSR1 2 4iJ:tf 
L F S R 2 5 fc*Sl/>Tf?t>:h.*. C©J:5ft3tIW4, — 

[0 13 3] •ffcftANFfc/fWffcK E Y 
*61C L F S R 1 2 fc<fctf L F S R 2 5 H:33l/>T&* *l* 
->7 hB*©Iaia (mif* M 2 El) lis MSOHHWfc 
/«#<kKEY^fiE-r5fcA6lCLFSR 1 2fc c fctj £ L 
F S R 2 StCfcl/'TfcStlfcS'? KjHUcDESfc (ffllx. 
«\ Mi@) Lli.mftZ>£olcWtfc-£tlZ (06 

(d) ) o 

[0 13 4] l"K EY-fey <7j K 

e y_R e g 1 4fc<£tj : K e y_R e g 2 7 tl 
T^*WHf<b/«^kKEYtfH«r*n* (16 

(a) ) „ «fc*l»fk/a^kKEY^*-3 
L^TBS^fk* tlfc^ K <k B|*fk* titer- * t mi 
BSBl <kx ; -*$&3g»2<t«DF [ g-Fi£iM3'1a* (H6 

(J) * 06 (k) ) „ 

[0 13 5] £©<fc-3U:, HHWk/«^b»1 1CDKe 
y_Re g 1 4lC«Jt*nfcB»{b/a^kK E YtBf 
mt/mmt&2 2©Key_Reg 2 7 fcaastlfc 
Bi^-fk/a-Sg-fkK E Y<t«\ r K E Y -fe y f-^Qv^J 

icjsslt, nmic. LA^t, aaic. mttf&Mt/ 

a^bKEYKMJritl*. S£oT. «Wb/«*tK 
EY*»*«A*PRl=t,» E«tl1 ttx-^OaSB 
2<k©FiSI7x-*i£&£*»TT3#gJb' ; &< N iiffiLT 

5 s - * * C <t *. 

[0 13 6] ±a<0*«©»»^B6 
*\ a^teMLTt)*^ ±E©*a©JE«TU:» I 
D«a^©-r^T©7' KUXfc.fctfx-^fcBS-S-'fkL 
T*5sSLTl^&Jb\ 7*-*«31«B2U:*iEfclE««B 

l±, 7 , KUXfcJ:0 : 7 :r -^OBg^{k*?7te&L>«fcaicL 

[0 13 7] Sfcs ±K©a*JMB«TU:*. x-^fflS 
SIB 2 tt, 1 o©EtI2£B 1 KlttiWmt *iTt-*# 

aa*n*««T*ofc#» x-^5assB2ic»L 
Ts ra«KaaoiB«««i tf»«RniBT«oT» aa 
©isaaai frastRLfci o©ibb*bi tenter 
isa6**i*7 r -*©**»»fk/a^kr*«teicLT 

[oi3 8] ssic, ±E©aa©ra»?«\ caaB 

1©EB8C1 0© roSiftj <DT KbZlCteBafil tc 

mm<z> \ D«a*iB«r*«fe5tcLTt^*^ ebbs 



[0139] isaaa i tzisao i dukbh abb© 
i dbbicbs*\ l f s Ra>«mHi£j:u : aaaa£C 

*H3E-T*Ci:lcffiaRiaft6tf. £©«fc3&t»©?» 
[0 14 0] 

EBaE<tx-*&JiaB£©fiaT1£&*ft*7' KU3. 
fccfctfx— *#B»(fc*hTl/'*, ~©fc<Kk ££7- 
* jfrSEfiaBfcEBStifcy-r $.©rti§*H]* c <kli 

SBTtta^. cnicjiy, EBBBicKBsnfcx- 
*A«TjEica«*n*ct*i»±r*z:fctfT**. 

[0 14 1] *»W©7 r -*IB*->XxAU:«fen 

<b/a*fbKEY»» x-^JKKRBtcaa^ftfciBa 
tts aiciBaaaitiaa^nTL^x— *#*a>**m 

«*nfc<k LTts EBBB©I D««(c»^TB» 

<b/a^fbK e Y*aau nafc/aafbK e yk* 

-*«aaatt» ^oaHx-^fcjEixiiWKsci: 
#-p*fci\. cti(c*y, Eaaa(=iB«*nfcx-5« 

[0 14 2] EBBBrca* I D««ic»-3r^TBt*fk 

/aa*bK e Y*^a-r*fca6©«MiBfflfc«i:o t attaa 
aa£<fctfWttaaa*£« , r*fca&©E»Btf*ai:: 

[HH©Ba&KIH] 

rail *»w©aa©»a©T f -4HBa6->xxi*i o 

0 ©aa«*a*TBrc?s«o 

[02] B«aai©aa^b/a*fk«i i©«««* 
[03] lfsri 2©aa«*^rHTa5*. 

[04] 7 s — jr SQS^B 2 ©BBfk/BBfbS 2 2 ©« 
[05] (a) li>'7hb5>X'S.3 0ife<ttj : LFSR7 

-r- h*'ty?a«Mmsas3 1 ©«a«i*^rH» 
(b) ttLFSR7-f-Ky^-y^afiBia»aay-h 
a? 3 3 ©aa«*^-rHT»*. 

[06] x-*3ta&->7.7^1 0 0©Bf^*KWr** 
[^^©S40^] 

1 fsaaa 

2 f-^iiigi 

1 0 iBtiSB 

1 1 Bf^fk/a^^ksi 

12 L F S R 

14 K e y_R e g 

1 5 aafkEOR^- K9J 
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1 6 -feU?£ 

1 7 Bg^bEORy-h$U 

2 o fciasgp 
2 1 aisgp 

2 2 Bt^b/tt-*<b» 

2 3 

2 4 L F S R«M«ffi^14^3SfCa^SP 

2 5 L F S R 

2 7 K e y_R e g 

2 8 aHfffcEORy- h$U 



2 9 Bg^-fkEORy- h?J 

3 0 ->7h Uv>X* 

31 L F S R7-f- K/W ^^ffitBSHJfiESB 

3 2 -fey HJ-fev H«fJD7'j7 770y7 

3 3 LFSR^-r-K/W^wmraBrtH^-h* 

3 4 EOR3UIX? 

3 5 4-1-feU^$ 

3 6 I D R e g 
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[06] 



(a) Key_lfeg 14.27 

(b) KEYyt-jh 

(c) KEY*yK7D*7 

(d) LfSR 12,25 

(e) tfMa-KSS 

(f) b^VOQ'J? 

(g) r24J ©CU/J 

(h) DLReg 36 
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